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Glossary

BRICS Brazil, Russia, India, China and South Africa

EC European Commission

ECIU Energy and Climate Intelligence Unit

EEA European Environment Agency

EPRS European Parliamentary Research Service

ESPAS European Strategy and Policy Analysis System

EU European Union

EUISS European Union Institute for Security Studies

Europol European Union Agency for Law Enforcement Cooperation
NACE Statistical classification of economic activities in the European Community
OECD Organisation for Economic Co-operation and Development
PSI Private security industry

SBS Structural business statistics (Eurostat)
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Zusammenfassung

Einleitung

Dieser Bericht Gber die Voraussage und Vorbereitung von sowie den Umgang mit
Veréinderungen bei der Beschdftigung in der privaten Sicherheitswirtschaft stellt die
wesentlichen Ergebnisse eines Projekts dar, das zwischen Februar 2017 und Oktober 2018
durchgefiihrt wurde. Gesamtziel des Projekts war es, die Veranderungen der Beschaftigung
im Bereich der privaten Sicherheitswirtschaft vorherzusagen, zu verstehen, sich auf ihre
Auswirkungen vorzubereiten und diese zu bewaltigen. Ebenso wie in anderen Branchen ist
der Sektor der privaten Sicherheitswirtschaft mit einer Reihe von ,Megatrends”
konfrontiert, die das wirtschaftliche, gesellschaftliche und technologische Umfeld der
Branche tiefgreifend verandern. Die zahlreichen Treiber — ob Digitalisierung, demografische
Entwicklung und Migration oder ein sich veranderndes Umfeld an Sicherheitsbedrohungen
(unter anderem bedingt durch Radikalisierung und Terrorismus oder organisierte
Kriminalitat) — haben zweifellos eine Mischung aus stetigen und radikalen Transformationen
im Geschaftsumfeld der privaten Sicherheitsdienstleister zur Folge, sowohl im Hinblick auf
Verlagerungen der Marktnachfrage als auch im Hinblick auf die Geschaftsmodelle und den
Betrieb der Anbieter.

Die private Sicherheitsbranche steht einer Reihe unmittelbarer und zukiinftiger

Herausforderungen bei der Beschaftigung gegentiber:

e Beschleunigung der Integration von herkdmmlichen Vor-Ort-
Sicherheitsdienstleistungen mit Ferniiberwachung und mobilen

Sicherheitsdienstleistungen, unterstiitzt von neuen technologischen Losungen
e Bewaltigung des demografischen Wandels und der Alterung der Belegschaft

e Gewinnen und Halten jlingerer Generationen von Mitarbeitern im Bereich der

privaten Sicherheitswirtschaft

e Anpassung an den Wandel der Arbeit selbst, da einige Aufgaben und Tatigkeiten

verschwinden und neue aufkommen

e Anpassung an eine Ausweitung des Aufgabengebiets von privaten
Sicherheitsdienstleistern und den zunehmenden Umfang 6ffentlich-privater

Partnerschaften, um fir die Sicherheit von Biirgern und Unternehmen zu sorgen

In diesem Bericht werden die Ergebnisse von Phase 1 und Phase 2 des Projekts ,Voraussage

und Vorbereitung von sowie den Umgang mit Verdnderungen bei der Beschdftigung in der
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privaten Sicherheitswirtschaft” vorgestellt, das hauptsachlich darauf ausgerichtet war,
Informationen zu den Ursachen fiir Verdanderungen im Sektor der privaten
Sicherheitswirtschaft im Hinblick auf die erwartete GréRenordnung und den Zeitpunkt der
Veranderungen zu sammeln, ebenso wie zu den Auswirkungen und Folgen der
Veranderungen. Phase 1 umfasste Recherchearbeit und Gesprache mit wichtigen Experten
und Akteuren. Die Feststellungen aus dieser Phase wurden in zwei Workshops im Oktober
2017 und April 2018 validiert. Im Mittelpunkt von Phase 2 des Projekts, die im Oktober 2018
abgeschlossen wurde, stand die Formulierung von Empfehlungen und Leitlinien, um eine

Voraussage Uber Veranderungen treffen zu kénnen.

Wirtschafts- und Beschaftigungssituation im privaten Sicherheitssektor

Das Gesamtbild des Sektors in Europa ist durch ein im Anschluss an die 2008 einsetzende
Finanz- und Wirtschaftskrise betrachtlich verlangsamtes Umsatzwachstum ebenso wie durch
eine stagnierende Gesamtzahl der Beschaftigten zwischen 2009 und 2015 gepragt. Die
jungsten verfiigbaren Daten weisen jedoch auf ein wieder einsetzendes Wachstum hin,
parallel zur Verbesserung der gesamtwirtschaftlichen Situation. Quellen aus der Branche
berichten von einer gewissen Anspannung auf dem Arbeitsmarkt, da Unternehmen
Schwierigkeiten haben, eine ausreichende Zahl von Mitarbeitern anzuwerben und

Mitarbeiter mit dem richtigen Qualifikationsprofil zu finden.

Verfligbare Eurostat-Daten fir die weiter gefasste Kategorie der Sicherheitsdienste sowie
Detekteien (NACE 80)* zeigen deutliche Unterschiede zwischen den EU-Mitgliedstaaten im
Hinblick auf die Alterszusammensetzung der Beschaftigten. In vielen mittel- und
osteuropdischen Landern, in den baltischen Landern, in Deutschland und im Vereinigten
Konigreich ist ein hoher Anteil dlterer Beschaftigter vorhanden. Mit Blick auf die Zukunft
konnte in diesen Landern die Beschaftigungssituation in dieser Branche zunehmend unter
Druck kommen, wenn &ltere Mitarbeiter ersetzt werden missen, die in den Ruhestand
treten. Im Gegensatz dazu machen Mitarbeiter jlingerer Altersgruppen im Nordwesten
Kontinentaleuropas (einschlieBlich Skandinavien) und in Frankreich einen héheren Anteil der
Beschaftigten aus. Was die Geschlechterzusammensetzung anbetrifft, so Gberwiegen
mannliche Arbeitskrafte im Sektor der privaten Sicherheitswirtschaft, wobei der Anteil des

weiblichen Sicherheitspersonals in Europa auf nur 15 % geschatzt wird.

1 NACE 80 umfasst private Wach- und Sicherheitsdienste (NACE 80.1), Sicherheitsdienste mithilfe von Uberwachungs- und
Alarmsystemen (NACE 80.2) und Detekteien (NACE 80.3). In der EU-28 machen private Wach- und Sicherheitsdienste (NACE 80.1)
etwa 80 bis 85 % des Gesamtumsatzes der Wach- und Sicherheitsdienste sowie Detekteien (NACE 80) aus.
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Uberblick iiber die Treiber fiir Veridnderungen

Fir die Zwecke dieses Projekts werden die wichtigsten Trends — oder Treiber fiir
Veranderungen —, von denen erwartet wird, dass sie Auswirkungen auf die private

Sicherheitsbranche in Europa haben, in die folgenden Kategorien unterteilt:

Globale Bedingungen: Globalisierung und Umwelt
o Demografie, Migration und Verstadterung
e Technologie

e Gesellschaftliche Faktoren: Ausmal? der Kriminalitat, Sicherheitsbedrohungen und
Wahrnehmung der Offentlichkeit

e Ausweitung des Bereichs der privaten Sicherheitswirtschaft

In den letzten Jahrzehnten hat sich die Globalisierung aufgrund des Zusammenwirkens der
Liberalisierung des Handels und des Wachstums in Schwellenldndern in Verbindung mit
technologischen Entwicklungen und sinkenden Transportkosten beschleunigt, die den Fluss
von Waren, Dienstleistungen, Arbeitskraften (Talenten), Kapital, Informationen und Daten
erleichtert haben. Die Globalisierung kann die Lieferketten effizienter machen, aber zugleich
werden sie anfalliger flir Stérungen, da die Produktionsprozesse aufgebrochen und deren

geografische Streuung breiter gemacht wird.

Es gibt eindeutige Beweise dafiir, dass Treibhausgase Klimaveranderungen verursachen und
eine komplexe Mischung unvorhersehbarer Verdanderungen der Umwelt vorantreiben,
wahrend die Widerstandsfahigkeit natirlicher und von Menschen gemachter Systeme
weiter strapaziert wird (KPMG, 2013). Die Fliichtlings- und Migrantenstréme kénnen als
Folge der nachteiligen Auswirkungen von Klimawandel und Naturkatastrophen gréRer
werden und die Regierungen stehen vor der schwierigen Herausforderung, die richtige

Kombination von Anpassungs- und Abhilfestrategien zu finden.

Europa sieht sich als Ergebnis des Zusammenwirkens einer gestiegenen Lebenserwartung
und riicklaufiger Geburtenzahlen einer alternden Bevélkerung gegeniiber. Sich verlagernde
Abhadngigkeitsquotienten werden zu Druck auf soziale Einrichtungen, Unternehmen und
Volkswirtschaften fiihren. Gleichzeitig miissen sich Unternehmen und Arbeitnehmer an eine
dltere Belegschaft und einen moglichen Mangel an Arbeitskraften anpassen. Der Druck auf
die Rentensysteme kann bedeuten, dass Arbeitnehmer langer erwerbstatig sein miissen,
wahrend zugleich die Erwerbsbeteiligung geférdert werden muss und altere Arbeitnehmer
ermutigt werden miissen, die notigen Qualifikationen zu entwickeln, um aktiv und produktiv

am Arbeitsmarkt teilzunehmen.
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Zuwanderung kénnte eine mogliche Losung fir die alternde Bevolkerung Europas liefern.
Der Prozess der Integration von Zuwanderern ist jedoch ein hochst strittiges politisches
Thema. Hier gibt es eine klare Spaltung zwischen denjenigen, die eine erhéhte Zuwanderung
als Moglichkeit sehen, fir hoherer Sozialausgaben aufzukommen, und denjenigen, die hohe
Zuwanderungszahlen als Bedrohung der gesellschaftlichen Stabilitat erachten. Darliber
hinaus werden auch die Zuwanderer selbst &lter und ihre Geburtenraten entsprechen nach
kurzer Zeit denjenigen der Gesamtbevdlkerung. Folglich wird argumentiert, dass die
Zuwanderung das Problem der alternden Bevélkerung nur hinauszégern, jedoch nicht [6sen

kann.

Es besteht auch ein wachsender Trend zur Verstadterung: Den Daten von 2008 zufolge
leben liber 50 % der Weltbevolkerung in stadtischen Gebieten. In Europa liegt diese Zahl bei
nahezu 75 %, auch wenn betrachtliche Unterschiede bei der GréRRe und rdumlichen
Verteilung der Stadtentwicklung in den einzelnen Landern bestehen. Dieser Trend wird sich
voraussichtlich fortsetzen, und insbesondere Hauptstadte werden ein erhebliches
Bevolkerungswachstum erleben. Stadte sind jedoch anfalliger fiir Kriminalitat, Gewalt oder
Vandalismus als landliche Gebiete. Ferner hat die starkere Bevolkerungskonzentration
Auswirkungen auf Infrastruktur- und Dienstleistungsanforderungen, Ressourcenbedarf und
Versorgung sowie die Gefahrdung durch natirliche und durch Menschen verursachte

Katastrophen.

Durch sukzessive Weiterentwicklung der Informationstechnologie wird der Zugang zu Daten
verbessert und es werden Chancen fiir das Entstehen neuer Industriezweige und neuer
Berufsfelder geschaffen. Die Auswirkungen neu entstehender Technologien auf die
Arbeitsmarkte und die Arbeitnehmer werden wahrscheinlich duBerst tiefgreifend sein.
Einerseits konnten Entwicklungen im Bereich von Automatisierung und maschinellem Lernen
dazu fihren, dass Millionen von Arbeitsplatzen vollstandig oder nur teilweise flr bestimmte
Aufgaben, die Arbeitnehmer heute erledigen, wegfallen. Daher kénnten die Lohne von
geringqualifizierten Arbeitskraften in hoher entwickelten Landern (die bereits einem
Abwartsdruck durch Technologie und den globalen Wettbewerb von kostenglinstigen
Produktionsstandorten ausgesetzt sind) noch anfalliger werden. Gleichzeitig ermoglichen
neue Technologien Innovationen am Arbeitsplatz, die das Arbeitsverhalten verandern,
beispielsweise Telearbeit, Coworking-Arbeitsraume und Telefonkonferenzen. Die
Beschaftigungschancen fiir Arbeitnehmer, die nicht in der Lage sind, sich an diese neuen
Aufgabenanforderungen anzupassen, kdnnen sich im Hinblick auf die Zahl oder Qualitat der

verfligbaren Arbeitsplatze verschlechtern.

Eurostat schatzt, dass die Zahl der erfassten Straftaten in der EU in den meisten Kategorien
in den letzten Jahren (von 2008 bis 2015) zuriickgegangen ist, was allerdings nicht auf
sexuelle Gewalttaten und Drogendelikte zutrifft. Die Zunahme des Terrorismus und Angste

der Offentlichkeit vor méglichen Terroranschligen, bei denen Terroristen &ffentliche Rdume
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und Veranstaltungen ins Visier nehmen, wo private Sicherheitskrafte arbeiten, werfen
wichtige Fragen zur potenziellen Gefdhrdung von Wachleuten durch terroristische Anschlage
und ihre Rolle innerhalb der 6ffentlich-privaten Partnerschaften fir die

Terrorismusbekdampfung auf.

Die neueste veroffentlichte Eurobarometer-Umfrage zu den Einstellungen der Europder zum
Thema Sicherheit (Europadische Kommission, 2017a) lasst eine deutliche Abnahme des
Anteils der Umfrageteilnehmer erkennen, die die EU fiir einen sicheren Ort halten, von 79 %
im Jahr 2015 auf 68 % im Jahr 2017. Die Angste konzentrieren sich auf Terrorismus,
organisierte Kriminalitat, Katastrophen natiirlichen oder menschlichen Ursprungs,

Computer-/Internetkriminalitat und die Sicherheit der EU-AuRengrenzen.

Die zunehmende Prasenz privater Sicherheitsdienste ging mit einer Ausweitung des
Umfangs der angebotenen Dienstleistungen einher. Auch wenn personelle und mobile
Sicherheitsdienstleistungen zusammen mit Geld- und Wertdiensten weiterhin das
Fundament des Sektors bilden, so ist die Palette der Dienstleistungen groRer geworden, die
private Sicherheitsunternehmen anbieten: beispielsweise Concierge- und Empfangsdienste,
Sicherheitsdienste fir besondere Veranstaltungen, Risikoanalyse, Sicherheitsberatung,
Sicherheitsschulung, Schadensverhitung, Mitarbeiter-/Hintergrundiberprifungen,
Uberwachung von Alarm- und Videosystemen (und Reaktion auf Alarme), Integration von
Sicherheitssystemen sowie Computer- und Netzsicherheit. Eine Kombination komplexer
Faktoren beeinflusst das Potenzial zur Ausweitung des Bereichs der privaten
Sicherheitswirtschaft. Dazu gehoren der Abgleich des Dienstleistungsbedarfs der Kunden —
und der Erwartungen der Biirger — mit einer kostengiinstigen und effizienten Erbringung
dieser Dienstleistungen, wihrend gleichzeitig Transparenz und eine korrekte Ubernahme

von Rechenschaftspflichten gewahrleistet werden.

Auswirkungen und Folgen fiir die private Sicherheitsbranche

Im Zusammenhang mit der Globalisierung kann die private Sicherheitsbranche hinsichtlich
ihrer Rolle als haufig eingesetzter Unterstiitzer der Polizeikrafte, die zukiinftig noch wichtiger
werden kann, starker in den Versuch eingebunden werden, die Instabilitdt und die
verschiedenen Folgen zu bewiltigen, die mit der Globalisierung einhergehen. Dies ist mit
einer Ausweitung des Bereichs der privaten Sicherheitswirtschaft verkniipft, die am Ende

dieses Abschnitts ndher untersucht wird.

Der Klimawandel kann zu einer starkeren Konzentration der Bevélkerung in stadtischen
Gebieten fiihren, was wiederum die Nachfrage nach Dienstleistungen der privaten

Sicherheitswirtschaft im Bereich der Lenkung von Menschenmengen, des
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Veranstaltungsmanagements und sonstiger Ordnungsdienste erhéhen kann. Entsprechend
kann die Branche auch aufgefordert werden, bei der Bewaltigung von Fllichtlings- und
Migrantenstromen zu helfen: in vielen Landern sind private Sicherheitsdienste bereits in
diesem Bereich tatig. Die Aufrechterhaltung der Integritat von Versorgung und Logistik

kénnte zu einem wichtigen Teil der Arbeit der privaten Sicherheitswirtschaft werden.

Die Konjunkturerholung hat zu einem Riickgang der Arbeitslosigkeit in ganz Europa gefiihrt.
In der privaten Sicherheitswirtschaft wird dieses hohe Beschaftigungsniveau wahrscheinlich
zu Schwierigkeiten bei der Personalrekrutierung in Landern fiihren, in denen dieser Sektor
als weniger attraktive Beschaftigungsmoglichkeit betrachtet wird. Es gibt bislang kaum
Anzeichen dafir, dass die Konjunkturerholung zu deutlichen Lohnerhéhungen gefiihrt hatte
und daher ist es momentan unwahrscheinlich, dass der Sektor unter Lohndruck gerat. Da der
Anteil unfreiwilliger Teilzeitbeschaftigung und atypischer Arbeitsverhaltnisse auf dem
Arbeitsmarkt jedoch insgesamt grof8 ist, kdnnte eine Konzentration auf die Verbesserung der
Beschaftigungsbedingungen in der privaten Sicherheitsindustrie eine Chance sein, die

Attraktivitat der Branche fiir potenzielle Beschaftigte deutlich zu steigern.

Die alternde Bevélkerung hat viele Folgen fiir den privaten Sicherheitssektor. Im Hinblick auf
die Beschaftigung sind moglicherweise Anpassungen fiir dltere Arbeitskrafte im Hinblick auf
Arbeitsbedingungen, Arbeitsumfeld und Anpassung an den technologischen Wandel
erforderlich. Da Arbeitnehmer wahrscheinlich aufgrund des Drucks auf die Rentensysteme
langer erwerbstatig sein missen, ist es erforderlich, dass die Branche dariiber nachdenkt,
wie Arbeitnehmer eingesetzt werden kénnen, die auch nach Uberschreiten des

65. Lebensjahres weiterbeschaftigt werden. Eine wesentliche Herausforderung wird darin
bestehen sicherzustellen, dass dltere Arbeitnehmer die Qualifikationen entwickeln, die sie
benétigen, um weiterhin aktiv in der Branche téatig zu sein. Der Sektor muss moglicherweise
auch einen Arbeitskraftemangel bewaltigen, eventuell bedingt durch eine verstarkte

Nutzung von Technologie und Automatisierung.

Die private Sicherheitsbranche wird wahrscheinlich an vorderster Front an der Lenkung der
Zuwandererstrome beteiligt sein, wie das bereits in vielen Landern der Fall ist, und
moglicherweise dabei helfen, soziale Unruhen einzuddmmen, die mit dem wachsenden
Zuwandererstrom verbunden sind. Das wirft Fragen flr den Sektor auf, beispielsweise im
Hinblick auf die Notwendigkeit sicherzustellen, dass das Sicherheitspersonal liber die
erforderlichen Qualifikationen und Kompetenzen verfiigt, um mit den damit verbundenen
Pflichten zurecht zu kommen. Die Sozialpartner haben bereits viele dieser Fragen in ihrer
gemeinsamen Erklarung von 2016 zur Rolle der privaten Sicherheitswirtschaft angesichts der

zunehmenden Zahl von Fliichtlingen in Europa angesprochen.

Die Technologie hat bereits wesentliche Auswirkungen auf den privaten Sicherheitssektor:

Fernliberwachung und der Einsatz von Drohnen haben die Rolle und die Arbeitsinhalte von
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Sicherheitsmitarbeitern schon jetzt verandert. Die Einfiihrung neuer Technologie bringt
sowohl Chancen als auch Herausforderungen fiir den Sektor mit sich. Eine Herausforderung
liegt in der moglicherweise negativen Auswirkung auf die Beschaftigungszahlen. Es besteht
auch die Chance, dass die Technologie einige der routinemaligen Aufgaben im Sektor
Ubernehmen kann und die Sicherheitsmitarbiter damit mehr Zeit fiir komplexere und
interessantere Aufgaben bekommen. Schulungen sind erforderlich, damit die Beschaftigten
sich an die neuen Arten von Aufgaben anpassen kénnen, die sie moglicherweise erledigen
missen. Wahrscheinlich wird es dazu kommen, dass die Arbeit der Beschéftigten weg von
den routineméaRigen und automatisierbaren Aufgaben wie der Uberwachung hin zu
Aufgaben verlagert wird, die die neuen Technologien ergdnzen, jedoch in der Regel neu,
komplexer und anspruchsvoller sind. Auch fiir Arbeitgeber und die Sozialpartner bestehen
Herausforderungen aufgrund des sich wandelnden Profils der Beschaftigten: wenn die Zahl
der Arbeitnehmer, deren Arbeitsinhalte aus technologiebezogenen Aufgaben bestehen,
zunimmt, kann das eine Neufestlegung der Lohntabellen und Karrierepfade in
Firmenvertragen und Tarifvertragen zur Folge haben, um Beschaftigte zu beriicksichtigen,
die einen anderen Hintergrund und andere Qualifikationen haben als diejenigen, deren

Arbeit eher herkdmmliche Sicherheitsaufgaben umfasst.

Es bestehen anhaltende Probleme in Verbindung mit schwerer und organisierter
Kriminalitat, aber insbesondere in Verbindung mit der Rolle neuer Technologie im Bereich
der Computer- und Internetkriminalitdt. Der Riickgang der Kriminalitdt insgesamt kann
bedeuten, dass die Nachfrage nach Sicherheitsdiensten abnimmt: Wenn die Gefahr von
Vandalismus und Einbruchdiebstahlen zuriickgeht, kann dies mehr Ferniiberwachungen
anstelle von Sicherheitspersonal vor Ort zur Folge haben und so eine bestehende Tendenz

beschleunigen.

Die Zunahme des Terrorismus und das Abzielen von Terroristen auf 6ffentliche Raume und
Veranstaltungen, wo private Sicherheitskrafte arbeiten, werfen wichtige Fragen zur
potenziellen Gefahrdung von Sicherheitsmitarbeitern durch terroristische Anschlage, aber
auch zu ihrer potenziellen Rolle innerhalb der 6ffentlich-privaten Partnerschaften fir die
Terrorismusbekdampfung auf. Sicherheitsmitarbeiterzdhlen bei einem Terroranschlag im
offentlichen Raum wie beispielsweise in einer groflen Veranstaltungshalle oder auf einem
Flughafen haufig zu den ersten Personen vor Ort. Daher ist es duRerst wichtig, dass sie liber
die notwendige Schulung und Ausristung verfligen, um auf solche Situationen vorbereitet zu

sein.

Um Fragen zur Ausweitung des Sektors auf andere Bereiche anzugehen, ist es wichtig, dass
Vertreter des Sektors sich aktiv an Diskussionen mit ihren Partnern aus dem 6ffentlichen
Sektor beteiligen, um rechtliche Rahmenbedingungen und Vorschriften bezliglich der
Ausweitung der Funktionen zu entwickeln, die dem privaten Sektor zugewiesen sind.

Gleichzeitig erfordert die Weiterentwicklung der 6ffentlich-privaten Partnerschaften die
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Schaffung von Koordinations- und Kooperationsmodellen, um eine groBtmaogliche
Effektivitat und Effizienz der Sicherheitsleistungen insgesamt zu fordern und gleichzeitig
sicherzustellen, dass die erbrachten Dienstleistungen den Anforderungen und Erwartungen

der Biirger entsprechen.

Empfehlungen und Leitlinien

Die folgenden wichtigen Empfehlungen und Leitlinien zielen darauf ab, die Sozialpartner im
Sektor der privaten Sicherheitswirtschaft bei der Voraussage und dem Umgang mit
Veranderungen zu unterstitzen. Sie sollten eine Orientierung fir die zukiinftige Arbeit der

Sozialpartner liefern und nach Bedarf an die individuellen Umstdnde angepasst werden.

Beschaftigung und Beschaftigungsbedingungen

e Wenngleich es nicht wiinschenswert ist, Mindeststandards innerhalb der EU
einzufiihren, so konnten die nationalen Sozialpartner darliber nachdenken, wie

nationale Mindeststandards eingefiihrt werden kdénnten.

e Wo dies im nationalen Kontext angemessen ist, konnen Tarifverhandlungen und eine
Zusammenarbeit zwischen zwei oder drei Parteien genutzt werden, um die

Beschaftigungsbedingungen zu regeln.

e Die zweiseitigen branchenbezogenen Beobachtungsstellen, die in einigen Landern
bestehen, kdnnten besonders hervorgehoben werden, um zu sehen, ob sich

bestimmte darin verankerte Elemente auf andere Mitgliedstaaten (ibertragen lassen.

e Sicherheitstberpriifungen der Mitarbeiter kdnnten, wo dies moglich ist, schneller

durchgefiihrt werden, damit Neueinstellungen flr Arbeitgeber einfacher werden.

e Online-Karriereportale und -Rekrutierungsplattformen kdnnen zukiinftig fiir den
Sektor bedeutsamer werden. CoESS und UNI Europa sollten zusammenarbeiten, um

die wichtigsten Herausforderungen zu bewerten.

e Es muss gewdhrleistet werden, dass Sicherheitsmitarbeiterbei ihrer Arbeit angemessen
geschutzt sind.

Schulung

e Eine Weiterqualifizierung kdnnte die Beschaftigungsfahigkeit der vorhandenen

Arbeitnehmer verbessern.
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Fiir junge und neue Arbeitnehmer sowie fiir Arbeitnehmer, die aus anderen Sektoren

wechseln, sollte eine strukturiertere Ausbildung bereitgestellt werden.

Eine Anpassung an neue Qualifikationserfordernisse, einschliefRlich Technologie und

personliche Kompetenzen, ist notwendig.

Die Sozialpartner konnten die Machbarkeit von E-Learning-Plattformen auf EU-Ebene

fir persdnliche Kompetenzen erkunden.

Die Sozialpartner sollten bestrebt sein, die Wirksamkeit der Zusammenarbeit an der
Schnittstelle zwischen 6ffentlichen und privaten Sicherheitsaufgaben und -

befugnissen zu starken.

Die interkulturelle und generationeniibergreifende Schulung sowie Unterstiitzung und
Schulung im Bereich der physischen und psychischen Gesundheit sollten im

Mittelpunkt stehen.

Steigerung von Attraktivitdt und Qualitat des Sektors

Kommunikationskampagnen kénnten dazu beitragen, das Profil des Sektors zu
scharfen und die Arbeit von Sicherheitsmitarbeitern und die menschliche
Komponente des Berufs besonders herauszustellen. Dies kdnnte Kampagnen mit dem

Ziel umfassen, die Vielfalt der Arbeitnehmerschaft des Sektors zu fordern.

Es ist sehr wichtig, ein Gleichgewicht zwischen Stabilitdat und Flexibilitat

sicherzustellen, das fir Arbeitnehmer und Arbeitgeber gleichermaRen akzeptabel ist.

Nach groRRen sicherheitsrelevanten Veranstaltungen sollten bewahrte

Vorgehensweisen weitergegeben werden.

Die Ausriistung von Sicherheitsmitarbeitern, die Ordnungsdienste durchfiihren, sollte

Uberpruft werden.

Reform des Regelungsrahmens und Funktionieren des Marktes

Es sollte dariiber nachgedacht werden, wie eine allgemeine Branchenbotschaft zur
Forderung der Beschaffung mit Aktionen auf Unternehmensebene im Bereich von

Marketing und gewerblicher Tatigkeit kombiniert werden kann.

Die Sozialpartner sollten Lobby-Arbeit im Hinblick auf den Einschluss von Klauseln mit

sozialen und qualitatsbezogenen Kriterien in 6ffentliche Ausschreibungen leisten.

Anticipating, Preparing and Managing Employment Change in the Private Security Industry



e An Kunden im offentlichen und privaten Sektor gerichtete Informations- und
Aufklarungskampagnen waren nitzlich, moglicherweise aufbauend auf der
gemeinsamen Erklarung zur Richtlinie von 2014 {iber die 6ffentliche Auftragsvergabe
und dem Handbuch der Sozialpartner zur Auftragsvergabe fiir qualitatsvolle private

Sicherheitsdienstleistungen.

e Die Sozialpartner sollten sicherstellen, dass Lobbying-MaRnahmen der Regierung
stattfinden, die dazu beitragen sollen, dass bei der Auftragsvergabe der Grundsatz des

,besten Werts” und nicht der niedrigsten Kosten die entscheidende Rolle spielt.

e Es muss sichergestellt werden, dass der Regelungsrahmen mit den Verdanderungen
Schritt halt.

e Ein Austausch der einschlagigen nationalen Rechtsvorschriften in englischer Sprache
in einzelnen Mitgliedstaaten sollte organisiert werden soweit dies moglich ist , damit
die jeweiligen nationalen Gegebenheiten und Herausforderungen besser verstanden

werden.

Umgang mit den technologischen Herausforderungen

e Essollten regelmaRige Brainstorming-Sitzungen auf EU-Ebene durchgefiihrt werden,
um die aufkommenden Herausforderungen und Chancen zu bewerten, die die
Technologie bietet, einschlieflich Fragen der Computer- und Netzsicherheit und wie

diese vorausgesagt werden kdénnen.

e Essollte versucht werden, kreative Losungen fir die Herausforderungen durch die

Einflihrung von Technologie zu finden.

e Stellenbeschreibungen und die Struktur von Tarif- und Firmenvertragen sollten

liberarbeitet werden, um auch technische Fachkrafte einzubeziehen.

e Benchmarking-Aktionen mit anderen Branchen sollte erfolgen.

Ausweitung des Umfangs des Sektors

e Essollte eine Arbeitsgruppe zur Diskussion dieser Frage und zur Prifung bewéahrter

Vorgehensweisen eingesetzt werden.

e Eine Zersplitterung des sozialen Dialogs sollte vermieden werden: gute
Zusammenarbeit zwischen Vertretern der Sozialpartner des 6ffentlichen und des

privaten Sektors.
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Die zielgerichtete Arbeit mit der Polizei und anderen Ersthelfern sollte erkundet

werden.
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Introduction

General context of the project

Since 1992, CoESS and UNI Europa have been active in the European sectoral social dialogue
for the private security services sector. Through the dialogue, they discuss issues of mutual
interest and take joint action at European level, building mutual trust and confidence and
pursuing a common interest in moving the sector forward in a way that benefits both
companies and workers.? A notable output is the ‘Buying quality private security services’
manual, renewed in 2014, designed to support organisations in purchasing private security
services and highlight the benefits of choosing quality providers. Earlier outputs have
included manuals dealing with issues such as health and safety, education and training and
so on. The dialogue has also issued many joint declarations (bilateral and multilateral), most
recently concerning the role of the private security sector in light of the increasing number

of refugees in Europe.?

The present project on ‘Anticipating, Preparing and Managing Change in Private Security
Employment’, which has been made possible by EU funds supporting the social dialogue,
was officially launched on 1 February 2017. As its title suggests, the overall object of the
project is to understand, anticipate, prepare and manage change in employment within the
private security industry. In common with other sectors throughout the economy, the
private security industry is faced with a series of ‘mega’ trends that are radically altering the
economic, societal, and technological environment in which the industry operates. The many
‘drivers’ — whether digitalisation, demographic evolution and migration, or a changing
security threat environment (for example due to radicalisation and terrorism or organised
crime) — will undoubtedly result in a mix of incremental and disruptive transformations in
the business environment for private security providers; both in terms of shifts in market

demand and in terms of their business models and operations.

The forces of change affecting the private security industry are accelerating and there is a
need, therefore, to anticipate and manage change processes, in order to minimise
disruptions and allow a smooth transition in the workforce. Change will affect not only
future client demand for private security services — in terms of both the level and type of
services demanded — but also the ways in which these services are delivered. At the same

time, the drivers of change will affect the business environment and market conditions —

2 In June 2016, CoESS and UNI Europa, together with social partners from 6 other key service sectors, signed a joint declaration
affirming the key role of social dialogue as an essential tool for growth, quality jobs and competitiveness in Europe and
recognising social dialogue as a cornerstone of the social dimension of the single market.

3 February 2016.
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1.2

including regulatory conditions — in which private security businesses operate and, equally,
the wider economic and socio-political environment. This is likely to result in a need for
adaptation and adjustment of recruitment, job profiles, skills and training of employees.
Having a better understanding of how to anticipate and adapt to change will increase

resilience in the industry and strengthen its capacity to adapt to future changes.

The private security industry faces a number of immediate and future employment

challenges:

e accelerating the integration of traditional on-site guarding with remote and mobile

guarding, supported by new technological solutions
e coping with demographic change and the ageing of the workforce
e attracting and retaining younger generations into the private security industry

e adjusting to changes in the content of jobs as some ‘tasks’ disappear and new ones

appear

e adapting to a widening of missions undertaken by private security and the increasing
dimensions of public—private partnerships to deliver security to citizens and

businesses

About this report

This report presents the findings from Phases 1 and 2 of the project ‘Anticipating, Preparing
and Managing Change in Private Security Employment’, which focused on gathering
information on the drivers of change in the private security sector with regard to the
expected magnitude and timing of change, as well as the impact and consequences of
change. Phase 1 comprised desk research and interviews with key experts and stakeholders.
The findings for this phase were validated in two workshops in October 2017 and April 2018.
Phase 2 of the project, which was completed by October 2018, focuses on the formulation of

recommendations and guidelines to anticipate change.

Chapter 2 gives a short summary of the economic situation of the private security industry in
Europe, focusing on spending (turnover and public expenditures) and employment. Chapter
3 gives an overview of the key trends driving change which are anticipated to be important
for the private security industry. Chapter 4 focuses on the impacts and consequences of
change for the private sector, Chapter 5 provides recommendations and guidelines, and
Chapter 6 suggests actions that the social partners could take to respond to the challenges

outlined in this report.
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2.1

Economic situation of the private security industry

Introduction

This Chapter aims to provide a short overview of the economic situation of the private
security sector in Europe, focusing on spending (turnover and public expenditures) and
employment. The general picture for Europe as a whole, is that growth in turnover in the
private security sector slowed significantly following the onset of the financial and economic
crisis that arrived at the end of 2007, while total employment was stagnant between 2009
and 2015. However, the most recent available data show evidence of a return to growth, in
parallel with the strengthening of the overall economic situation. As confirmed at the Project
Workshop (October 2017), industry sources report some labour market tightness, with firms
encountering difficulties in recruiting sufficient workers and finding workers with the right

skills profile.

Turning to the composition of the workforce, there is relatively limited data available that is
specific to the private security industry, mostly coming from CoESS member associations.
Available Eurostat data for the broader category of security and investigation activities
(NACE 80)* reveals marked differences across Member States in the age composition of the
workforce, with many central and eastern European countries, the Baltic States, Germany
and the UK having high proportions of older employees in the workforce. Looking forward,
these countries may face growing employment pressures caused by the need to replace
older employees as they retire from the workforce. By contrast, younger age groups typically
account for a higher proportion of the workforce in the northwest of continental Europe
(including Scandinavia) and France. In terms of gender composition, male workers dominate
employment in the private security industry, with the share of female security guards in
Europe estimated at only around 15 %. More complete and comparable data are required to
better analyse differences in gender composition across countries. Nonetheless, it appears
that many of the countries with a younger workforce are also those with the highest

proportion of female employees.

4 NACE 80 covers private security activities (NACE 80.1), security systems service activities (NACE 80.2), and investigation activities
(NACE 80.3). Within the EU28, private security activities (NACE 80.1) account for 80-85 % of total turnover in security and
investigation activities (NACE 80).
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2.3

23.1

Global context

The global private security market (private guarding, surveillance and armed transport) is
worth an estimated $180 billion (€165 billion) and is projected to grow to $240 billion (€220
billion) by 2020 (Freedonia, 2017). Worldwide, there are estimated to be more than 20
million private security workers (The Guardian, 2017). With global growth of around 6 % a
year, the private security market has outpaced growth in the global economy. Growth is
fastest in developing countries, notably China and India, and is expected to continue at a
high level, driven by rising incomes that create an expanding base of customers with
resources to protect and with the means to pay for protection (Freedonia, 2017). Growth in
developed countries, where markets are generally mature, has been restrained since the
onset of the financial and economic crisis in 2007 and, looking forward, is expected to be

more moderate than in developing countries.

The private security industry in Europe

Turnover

Provisional estimates from CoESS members indicate that turnover in the private security
industry in Europe in 2016 amounted to over €44 billion, of which €40 billion was generated
in the EU.> Corresponding estimates from Eurostat, indicate a value of turnover from private
security activities (NACE 80.1) of €44 billion in 2016, and of €53 billion for the broader
category of security and investigation activities (NACE 80)¢, which also includes security
systems service activities and investigation activities. By comparison, total government

expenditure on police services in the EU amounted to €141 billion in 2015.

As illustrated by Figure 0.1, the nominal value of turnover generated by private security
activities (NACE 80) has grown considerably since 2000. Eurostat data indicate that total
(nominal) turnover increased by a factor of 2.3 between 2000 and 2016. For the whole EU,
turnover growth rates in the period following the onset of the financial and economic crisis
were modest and erratic. However, nominal turnover is estimated to have grown by more
than 6 % between 2014 and 2015 and by a further 8 % in 2016. By contrast, general
government expenditure on police services has risen far less rapidly. Between 2001 and
2015, Eurostat data indicate that total nominal government expenditure on police services

increased by a factor of 1.6. Therefore, while in 2000 turnover from private security

°> Data are not available for Luxembourg, Macedonia, Malta and Slovenia.
6 See footnote 4.
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activities was equivalent to about a quarter of public expenditures on police services, this

ratio had increased to more than a third by 2014.

Figure 0.1: Civil security expenditure in the EU: private security turnover and police expenditure
(2000-2016)
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Source: Ecorys based on Eurostat
Notes:
1. Private security (NACE 80): 2000 to 2007 excluding Croatia; 2008 to 2016 excluding Luxembourg and Malta.
Break in data series between 2007 and 2008.
2. Police service: refers to total general government expenditure on police services

The growth in turnover generated by private security activities has resulted in an increase in
its weight relative to the overall size of the economy. As illustrated in Figure 0.2, turnover in
the sector was equivalent to around 0.23 % of EU GDP in 2000, which rose to around 0.31 %
in 2007 and appears to have continued to increase during the financial and economic rise, to
reach around 0.34 %; although this share appears to have declined slightly with the
improvement of economic conditions since 2012. By contrast, having reached a peak of
around 1.05 % in 2009, government expenditure on police services relative to GDP has been

declining since 2010.
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Figure 0.2: Civil security expenditure in the EU: private security turnover and police expenditure
relative to GDP (2000-2016)
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Notes:

1. Private security (NACE 80): 2000 to 2007 excluding Croatia; 2008 to 2016 excluding
Luxembourg and Malta. Break in data series between 2007 and 2008.

2. Police service: refers to total general government expenditure on police services.

Total employment

Provisional estimates from CoESS indicate that the private security industry in Europe’
employed approximately 1.94 million (active) security guards in 2016, of which around 1.59
million were employed within the EU28.8 Data from Eurostat’s structural business statistics

(SBS) give a lower estimate for the number of persons employed in the private security

7 Data cover EU28 plus six additional European countries: Bosnia and Herzegovina, Macedonia, Norway, Serbia, Switzerland and
Turkey.
8 It should be noted that data for several countries are based on estimates from earlier years.
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activities (NACE 80.1) of 1.31 million, and 1.44 million in the broader category of security
and investigation activities (NACE 80)°, which also includes security systems service activities

and investigation activities.

As shown in Figure 0.3, EU employment in private security activities (NACE 80) increased
rapidly between 2000 and 2008, with an average annual growth rate of just below 5 %.
Between 2009 and 2015, employment remained stable, although the most recently available
data for 2016 show an increase of 4 % compared to 2015. It remains to be seen whether the
expected return to economic growth will lead to a return to sustained employment growth
in the private security industry in the coming years. By contrast, changes in the number of
police officers in the EU were more modest over the period from 2000 to 2015. After
showing a modest increase prior to 2007, the number of police officers declined from 1.66
million in 2009 to 1.61 million in 2013. The most recently available Eurostat data indicate

that there were 1.62 million police officers in the EU in 2015.

Figure 0.3: Civil security employment in the EU: persons employed (2000-2016)
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9 NACE 80 covers private security activities (NACE 80.1), security systems service activities (NACE 80.2), and investigation activities
(NACE 80.3). Within the EU28, private security activities (NACE 80.1) account for 90 % of total employment in security and
investigation activities (NACE 80).
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Notes:

1. Security and investigation activities (NACE 80): 2000 to 2007 excluding Croatia. Break in data series
between 2007 and 2009.

2. Police officers: 2000 to 2006 excluding Bulgaria. Break in data series between 2008 and 2009.

2.3.3 Age composition of employment

Information from CoESS members indicates that the average age of private security guards is
in the range of 35 to 45 for most EU countries. Countries at the top of this range include
Bulgaria, Germany, Spain and the Netherlands, while Croatia, Latvia, and Romania are
towards the lower end. Among CoESS members that report the average age of security
guards, Lithuania and Sweden both report an average age of around 30 years. Figure 0.4
shows the breakdown of employment by age group for the broader category of security and
investigation activities (NACE 80), which also includes security systems service activities and
investigation activities. These data suggest that workers aged 50 and over account for more
than half of employment in security activities in Poland and Slovakia, and more than two-
fifths of employment in Bulgaria, the Czech Republic and Lithuania. Many countries do not
report any employment of workers aged 65 or above but, in addition to the countries
already mentioned, these older workers appear to be a small but significant part of the
workforce in Germany and the UK. The countries with the highest proportion of workers
aged below 50 are Austria, Belgium, Denmark and Sweden. These countries, together with
Croatia, Estonia, Malta, and the Netherlands, also have the highest proportion of young
workers (aged under 25); in the case of Estonia and Sweden, almost a fifth of workers
employed in security activities (NACE 80) are aged under 25. Among the factors that may
influence age composition in the private security industry is the fact that the sector can
often be an attractive job option for former (older) police and military personnel. At the
other end of the age scale, in some countries, younger workers can use work experience

gained in the PSI as a ‘stepping stone’ to a career in the police force.
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Figure 0.4: Security and investigation activities employment in the EU: breakdown by age group (2016)
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Gender composition of employment

Among CoESS members that report information on the gender composition of the
workforce, women constitute just 15 % of the workforce in the private security industry (as
of 2016). This share is matched by Eurostat data for the broader category of security and
investigation activities (NACE 80), which also includes security systems service activities and
investigation activities (see Figure 0.5). There is little evidence that this share has changed
significantly over the past decade. However, there appears to be substantial differences
across countries, with data for several Member States indicating female employment shares
over 20 %, while rates are below 10 % in Bulgaria, Italy, Portugal, Romania and the UK. By
comparison, the average share of female police officers stands at around 20 % (as of 2015)
but, again, with important variations across countries. In general, there appears to be a
weak positive correlation between the share of female workers in private security and the

share of female police officers, with some exceptions (for example in Bulgaria and the UK).
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Figure 0.5: Civil security employment in the EU: share of females in total employment (2016)

35%

el

25%

20% |

Share of females
in total employment

15%

10%

5%

oy M
E W@ s T g zz0da s ® 3 §5 8180285835
i
BCOESS = Eurostat (NACE 80) OPalice officers (2015)
Source: Ecorys based on CoESS and Eurostat
Notes:
1. EU28 for CoESS data calculated as weighted average of countries for which data is available (as shown in

the figure).

27 Anticipating, Preparing and Managing Employment Change in the Private Security Industry



3.1

Overview of drivers of change

Introduction

There is no shortage of reports that try to name and describe the major (global) trends that
are shaping and will shape the future economic, social, and political environment. Some of
the most prominent examples, coming from the large economic and management
consultancies and from European agencies, are listed at the end of this sub-section along
with the main trend categories they identify. For the purposes of this project, the major
trends — or drivers of change — that are anticipated to influence the private security industry

in Europe have been grouped into the following categories:

e Global conditions: globalisation and environment

e Demographics, migration and urbanisation

Technology

Societal factors: crime levels, security threats and public perceptions

Widening of the private security domain

In this chapter, these trends are described briefly, together with supporting analysis and a
summary of the main points from the presentations and feedback from participants at the
project workshop (October 2017). Where possible, this information has been grouped under
two sub-headings: ‘implications’, covering observations on the importance, impact and
consequences of each trend for the private security industry and its employees, and
‘responses’, covering observations on how the private security industry can, or should,

respond to the challenges arising from each trend.

Roland Berger (2011, 2017) Trend Compendium 2030

e Changing demographics e Dynamic technology and innovation
o Globalisation and future markets e Global knowledge society
e Scarcity of resources e Sharing global responsibility

e The challenge of climate change
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KPMG (2013) Future State 2030: The global megatrends shaping governments

e Demographics e Public debt

e Rise of the individual e Climate change
e Enabling technology e Resource stress
e Economic interconnectedness e Urbanisation

EEA (2015) The European environment — state and outlook 2015: Assessment of global

megatrends

o Diverging global population trends ¢ Intensified global competition for

resources
e Towards a more urban world

. . . Growing pressures on ecosystems
e Changing disease burdens and risks of &p ¥

pandemics e Increasingly severe consequences of

. . climate change
e Accelerating technological change &

. . e Increasing environmental pollution
e Continued economic growth?

Di ifyi hes t
e Anincreasingly multipolar world ¢ Uiversilying approaches to

governance

ESPAS (2015) Global Trends to 2030

e Aricher and older human race characterised by an expanding global middle class and

greater inequalities
e A more vulnerable process of globalisation led by an ‘economic G3’
e A transformative industrial and technological revolution
o A growing nexus of climate change, energy and competition for resources

e Changing power, interdependence and fragile multilateralism
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EPRS (2017) Global Trends to 2035: Geo-politics and international power

e An ageing global population e Changing power in the international
. TR . system
o Fragile globalisation in a multipolar 4
world e New arenas of state competition
e Industrial and technological revolution e Politics of the Information Age
e Climate change and resource e Ecological threats
competition

PWC (2014, 2017) Megatrends

e Rapid urbanisation e Demographic and social change

e Climate change and resource scarcity Technological breakthroughs

o Shift in global economic power

Global conditions: globalisation and environment

Globalisation

Over the past decades, globalisation has accelerated thanks to a combination of trade
liberalisation and emerging market growth, alongside technology developments and falling
transport costs that have facilitated flows of goods, services, labour (talent), capital,
information and data. The most marked development has been the rise of Asia, notably
China but also other Asian economies. However, among other countries in the group of
BRICS nations, Brazil, Russia, and South Africa have fared less well, partly due to the fact that
their growth — built on exploiting their wealth of natural resources — was hit by tumbling
commodity prices.'® Attention has now switched to the prospects for Africa and whether the

continent can emerge and fulfil its potential.

By opening up markets to new competitors and reordering supply chains, globalisation

disrupts business models and brings about sudden changes in the drivers of competitive

10 See, for example, Time (2017).
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advantage for production locations and workers. Globalisation may make supply chains
more efficient, but by breaking up production processes and increasing their geographical
dispersion, it makes them more vulnerable to disruption and therefore creates added
security risks. In turn, with the increased concentration of populations in urban areas, the
impact of breakdowns in supply chains on citizens can rapidly multiply. This
interconnectedness increases volatility and potential exposure to contagion from global

risks.

Globalisation has been accompanied by the emergence of global corporate enterprises that
can stand above the traditional governance constraints placed on nationally or regionally
based firms. More broadly, the emergence of a more polycentric world has arguably
weakened the power of states, creating growing governance gaps as states and inter-state
mechanisms fail to respond adequately to global public demands (EUISS, 2012); witness the
ongoing efforts to address the tax avoidance practices of some global corporations. These
developments have been reflected in weakening public enthusiasm for globalisation over
recent years. Whether this will result in an effective anti-trade and anti-global corporate
backlash still is to be seen. EPRS (2017) reach the conclusion that the most likely scenario
will be for globalisation patterns to be shaped less by politics and more by structural factors,
with global trade being steady as a percentage of global growth, likely due to China’s
reorientation towards domestic consumption and the maturing of trade in goods. However,
a sense of impotence in a global world can be seen as a contributing factor to a resurgence
of nationalistic and even sub-national (separatist) sentiment. Taken to its extreme, resurgent

nationalistic populism may result in societal fragmentation and even open conflict.

Climate change, environment and resource stress

There is clear evidence that greenhouse gases are causing climate change and driving a
complex mix of unpredictable changes to the environment while further taxing the resilience
of natural and built systems (KPMG, 2013). Moreover, despite efforts to implement political
agreements to significantly reduce future carbon usage, these changes will not be reversed
in the short, or even medium, term. The direct consequences of climate change are likely to
be felt as part of a gradual and prolonged process leading to, for example, famine and strain

on water resources in some parts of the world.

Although it may be difficult to attribute any specific event to the effects of climate change,
there is growing evidence that climate change has increased the risk of extreme weather
events (for instance, storms, flooding, heatwaves) around the world, with consequential
human and economic impacts, which may be exacerbated by increased concentrations of

populations in urban areas; see for example, ECIU (2017). In turn, there may be an increase
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in refugee and migrant flows resulting from the adverse effects of climate change and

natural disasters.

Governments will face a difficult challenge in achieving the right combination of adaptation
and mitigation strategies. While there is a risk that climate-related political disputes
proliferate at the national and international level (EPRS, 2017). These may come about
because of resource loss (such as food or water), but also due to changes in demand for
existing fossil fuels; for example, a wholesale shift towards domestically supplied renewable
energy sources (such as wind, solar and tidal), combined with advances in energy efficiency,
could have a major impact on countries for which exports of oil and natural gas are a major

source of revenues.

Combined with climate change, global population and economic growth will lead to higher
demand for natural resources (including water, food, arable land and energy) and material
resources. Ensuring access to critical raw materials (for instance, rare Earth metals) has
already been identified as a major issue for European industry; see, for example, European
Commission (2017b). Disruption of supply chains — particularly for materials coming from
outside Europe — could present a significant challenge to key sectors of Europe’s industry
and economy, placing a premium of maintaining the integrity of supply and logistics
operations. At the same time, over-exploitation of resources implies higher extraction costs,

but also risks degradation of eco-systems and threats to biodiversity.

Economic conditions in Europe

Although the start of cyclical recovery in the European economy can be traced back to mid-
2014, it has been promoted largely through public policy support measures. As the European
Commission (2017c) noted in its 2017 Autumn Economic Forecast, ‘[the recovery is] atypical
given its dependence on policy support, the continuing presence of fiscal and financial
fragilities stemming from the crisis, and the relatively subdued strength of domestic demand
compared to past recoveries.’ In a similar vein, in its Euro Area Economic forecast summary
of November 2017, the OECD (2017) notes that: ‘High private indebtedness has led to a large
stock of non-performing loans in some countries, which is hurting bank profitability and
restraining new lending.’ Nonetheless, despite these risks and fragilities, policies to ease
financing conditions for consumers and firms is encouraging a recovery in domestic demand,
which is increasingly forming the mainstay of growth within the euro area. At the end of
2017, Europe’s economy was growing at a rate of around 2 to 2.5 percent, with many more
of the EU’s member states sharing in the growing expansion (Bloomberg, 2017). It its latest
forecasts, the European Commission (2017c) forecast EU growth rates of close to 2 percent

for 2018 and 2019, with risks that economic development could turn out better or worse
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than forecasts being broadly balanced. The main downside risks are external, relating to
possible elevated geopolitical tensions, tighter global financial conditions, the economic
adjustment in China or the extension of protectionist policies. In the European Union,
downside risks relate to the outcome of the Brexit negotiations, a stronger appreciation of
the euro, and higher long-term interest rates. By contrast, diminishing uncertainty and
improving sentiment in Europe could lead to stronger-than-forecast growth, as could

stronger growth in the rest of the world (European Commission 2017d).

The economic recovery has seen a fall in overall unemployment rates in Europe, although
youth joblessness remains an acute problem in several economies. As the European
Commission (2017c) notes, with a record number of employed persons in the euro area, and
the unemployment rate to its lowest level since early 2009: 'job creation is set to moderate
as a result of the fading of temporary fiscal incentives in some countries and skilled-labour
supply shortages in others.” However, it also notes that ‘other labour market indicators, such
as the relatively low level of working hours per employee, compared to its pre-crisis level, and
the relatively high level of “involuntary” part-time work, suggest persistent, but diminishing,
labour market slack.” Similarly, the OECD (2017) notes that: ‘Employment continues to grow
strongly and is already above its pre-crisis level. The unemployment rate keeps declining
although large differences in unemployment rates remain across countries. Improving labour
market conditions have not translated into wage pressures: wage growth in the euro area
has been picking up only slightly. Factors weighing on wage growth include still significant
labour market slack, weak productivity growth and expectations of continued low inflation.
Labour market slack is probably bigger than the unemployment rate suggests, as the shares
of involuntary part-time work and marginally attached workers in the labour force are still

elevated and only declining slowly.’

Demographics, migration and urbanisation

Demographics

With a few regional exceptions, the world is facing an ageing population due to a
combination of increased life expectancy and declining fertility rates. There are, however,
marked differences between developed countries and developing countries. In general,
high-income and predominately western countries are experiencing population stagnation
or decline. Conversely, many developing countries, particularly in sub-Saharan Africa, are

experiencing ‘youth bulges’ and expansion of the working-age population.

Shifting dependency ratios caused by growing elderly populations will put pressure on social

institutions, businesses and economies. Governments will be faced with falling saving rates,
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falling consumption, and growing pressure on social services. At the same time, businesses
and workers will need to adjust to an older workforce and potential shortages of workers.
Pressures on pension systems may mean that workers need to work for longer, while
workforce participation will need to be promoted and older workers encouraged to develop
the skills required to be active and productive participants in the workforce. For their part,
businesses may need to look at technology and work automation to compensate for labour

shortages and drive productivity growth.

Birth rates in the EU

In 1985, the EU crude birth rate (the number of live births per 1,000 persons) stood at 12.8,
but by 2000 it had fallen to 10.6 and was 10.0 in 2015, with 5.1 million children born in the
EU that year (Eurostat, 2017a). This corresponded to a total fertility rate of 1.58 live births
per woman in 2015, representing an increase from the low rate of 1.46 recorded in 2001,
but down from the recent high of 1.62 in 2010. As shown in Figure 0.6, there are marked
differences in fertility rates across the EU, with countries such as France, Ireland, the United
Kingdom (UK), the Baltic States and much of Scandinavia, together with Belgium and the
Netherlands experiencing fertility rates in the range from 1.8 to 2.0 per woman, which is
close to the replacement rate. By contrast, Mediterranean countries, together with Poland
and Portugal have current fertility rates in the range of only 1.3 to 1.4 live births per woman.
These countries, together with Germany, Austria and many central and eastern European
countries that also have low fertility rates, are already seeing a sharply diminishing

workforce population.
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Figure 0.6: Total fertility rate in the EU by Member State (2001-2015)
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Population ageing in the EU

Although the low fertility rates will reduce the number of young dependents in each society,
growing older generations will mean that the proportion of the working age population as a
share of the total population will decrease. Over the past decade, the share of the EU
population aged 65 and over has increased by 2.4 percentage points (p.p.) (from 16.8 % to
19.2 %), while the share of the population aged between 20 and 64 fell by 1.1 p.p. (see
Figure 0.7). All countries in the EU have seen an increase in the share of the population aged
65 and over, but the increase varies from 0.1 p.p. in Luxembourg to 5.2 p.p. in Malta.
Meanwhile, the share of the population aged between 20 and 64 decreased by more than 2
p.p. in the Czech Republic, Denmark, Finland, Ireland, the Netherlands and Spain, but,

conversely, increased by more than 1 p.p. in Cyprus, Lithuania, Luxembourg and Slovakia.

Overall, it is expected that the demographic old age ratio (defined as the number of people
over 65 per 100 people aged between 15 and 64) in the EU will increase from just below 30
% in 2016, to 40 % by 2030, and to 50 % by 2050, meaning that there will only be two

working age people for every person over the age of 65 (Eurostat, 2017b).
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3.4.2

Figure 0.7: Change in the share of the population by age group and Member State between 2006 and
2016
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Migration

Immigration could provide one possible solution to Europe’s ageing population. In 2015 and
2016, more than four-fifths of (non-EU) asylum applicants in Europe in 2015 were under 35
years old. The process of integrating immigrants is, however, a highly contentious political
issue with clear divides between those who see increased immigration as a way to pay for
higher social spending, and those that see high levels of immigration as a threat to social
stability. It is also the case that immigrants will age themselves, and their birth rates quickly
mirror those of the overall population. Consequently, it is argued that immigration can only
delay but not solve the problem of ageing populations. Furthermore, the volume of
immigrants required — some estimates have suggested 800,000 per year in Germany — may

well be beyond what is politically, socially, or economically sustainable.
Non-EU migration in the EU

Since 2012, the EU has seen a rapid increase in the number of asylum seekers from non-EU
citizens, rising from 431,000 in 2013, to 627,000 in 2014 and around 1.3 million in both 2015
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and 2016. Of these, there were 1.26 million first-time applications!! in 2015 and 1.2 million
in 2016 (Eurostat 2017c), with more than half coming from Afghanistan, Iraq and Syria. In
terms of total numbers, Germany registered the highest number of first time applicants,
with 442,000 in 2015 and 722,000 in 2016, meaning that its share of the EU total rose from
35 % in 2015 to 60 % in 2016. Looking at the number of applicants relative to population
size, Figure 0.8 shows that Sweden and Hungary received the highest number of applicants
per head of population, with an average of over 8 applicants for each 1,000 inhabitants per

year between 2014 and 2016, followed by Germany and Austria with more than 5.

Figure 0.8: First time non-EU asylum applicants compared to total population (annual average 2014-

2016)
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Urbanisation

As of 2008, more than 50 % of the world’s population lives in urban areas. In Europe, this

figure is close to 75 %, although there are considerable differences in the size and spatial

11 A first-time applicant for international protection is a person who lodged an application for asylum for the first time in a given
Member State and therefore excludes repeat applicants (in that Member State) and so more accurately reflects the number of
newly arrived persons applying for international protection in the reporting Member State. (Eurostat, 2017c).
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distribution of urban developments across countries (Eurostat, 2016a). The expansion of
industrial areas and infrastructure in Europe has far outstripped population growth, but
populations themselves have become more concentrated. This trend is expected to
continue, particularly with capital cities witnessing strong growth in populations; among 21
multi-regional Member States (for which data are available), the capital city region in 12
countries has the highest projected population change between 2015 and 2050, and only in
Croatia, Greece and Ireland is the population growth of the capital city region expected to be
below the national average (Eurostat 2016b). Cities are, however, seen as more prone to
crime, violence or vandalism than rural areas; city dwellers are three times more likely to
feel that they live in an area with problems related to crime, violence and vandalism than
those living in rural areas (European Commission, 2016). Furthermore, a higher
concentration of people impacts on infrastructure and service requirements, resource needs

and supply, and exposure to natural and man-made disasters.

Technology

Successive waves of information technology developments (for example, personal
computers, the internet, mobile communications and social media) have radically changed
economic and social environments by empowering consumers, creating and opening up
access to data and creating opportunities for the emergence of new industries and new
types of jobs. The next waves — for example, the Internet of Things, robotics, artificial
intelligence and virtual reality — promise to be even more revolutionary (EY, 2017). While
new technologies have always brought the possibility of disruption to jobs markets and
business models, as pointed out by McKinsey (2015), ‘The difference today is the sheer

ubiquity of technology in our lives and the speed of change.’

The impacts of emerging technologies on jobs markets and the workforce risk being
extremely profound. On the one hand, developments in automation and machine learning
have the possibility to make millions of jobs obsolete, either completely or partially for
specific tasks carried out by workers today. For example, McKinsey (2017a) estimate that
more than half of all employees — or 1.1 billion workers globally — are engaged in activities
that could be subject to automation through currently demonstrated technology, with data

collection and processing and predictable manual work being most susceptible.

As a consequence, salaries of low-skilled workers in developed countries (already subject to
downward pressure from technology and global competition from low-cost production
locations) could become more vulnerable. Should this lead to wholesale labour
displacement, and any accompanying dismantling of key elements of the social safety net

such as health care benefits and retirement savings, which are often provided through the
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employer—-employee relationship, income inequality could be greatly exacerbated (EY,
2017). Such a prognosis may, however, overstate the downside of technology developments
by neglecting the new opportunities they create. Nonetheless, it points to the need for

greater flexibility in the workforce to adjust to changing demands and skills requirements.

At the same time, new technologies are enabling workplace innovations that will bring
changes to working behaviour: remote working, co-working spaces, and teleconferencing.
Through a survey of global companies, the World Economic Forum (2016) found that with
changing work environments and flexible working arrangements — which may be
characterised by organisations with an ever-smaller pool of core full-time employees for
fixed functions — geographically dispersed colleagues and external consultants and
contractors for specific projects are among the highest rated trends affecting the dynamics

of workforces.

As PWC (2016) point out, new technological advancement that promotes even greater
automation, analytics, and communications, will lead to the creation of new security
vulnerabilities. One consequence, driven by customer demand for greater device and data
security could be for technology developers to build in greater security capabilities (‘secure
to the user’) which may actually hinder the tasks of surveillance and evidence gathering by
intelligence and law enforcement entities. Conversely, new technologies (such as the
combination of the internet and IP-based systems, mobile devices, data analytics, drones,
security robots, virtual and augmented reality, artificial intelligence and cloud computing)
can be used to increase capabilities to address and respond to security threats. The
integration of technology into services in a way that delivers effective solutions to their
customers is seen as both an opportunity and a challenge for private security companies??,
who will need to develop competences at a speed that keeps pace with the adoption of new

technologies by businesses and criminals.

How this will affect the volume of security guarding activities and the working conditions of
employees is unclear. For example, academic research by Frey and Osborne (2013), which
has formed the basis for follow-up work by other authors (for instance McKinsey, 2017a),
estimated the probability of computerisation — or potential job automatability — of security
guards at 84 %, ranking it just below the top third of occupations most susceptible to
automation.'3 However, as pointed out by Arntz et al. (2016), the impact of technology on
employment depends on whether workplaces are able to adjust to new demands, and
whether workers can shift from routine and automatable tasks, to tasks that are
complementary to new technologies, but that typically are new, more complex, and more

demanding. Workers that are unable to adjust to these new task demands may see their

12 See, for example, CoESS and BDSW (2015).
13 Security guards rank 451th out of 702 occupations (1 = lowest, 702 = highest).
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employment prospects deteriorate, either in terms of the number or quality of jobs
available. However, if workers are able to adjust then machines need not crowd out
workers. For example, in the security domain, the application of technology may enhance
observation capabilities, reducing the need for guards to undertake surveillance activities

but increasing the need for intervention capacities and competencies.

Societal factors: crime levels, security threats and public perceptions

Crime levels in the EU

It is difficult to make a comparative analysis of crime levels across Europe, due to differences
in local data and collection methods and changes over time in collection methods and
definitions (see Eurostat, 2017d). While, at the same time, recorded statistics are subject to
changes in the willingness of citizens and businesses to report crimes. Notwithstanding these
differences, Eurostat estimates suggest that the number of recorded crimes in the EU has,
for most categories, fallen over recent years (from 2008 to 2015), although this is not the

case for acts of sexual violence and drug-related offences.
Recorded crimes in the European Union

The most recent data on recorded crimes in Europe available from Eurostat dates from
2015. Due to cross-country differences in data collection methods and definitions, Eurostat
concludes that an overall picture of the evolution of crime within the EU is best obtained
using index-based estimates (see Figures Figure 0.9 and Figure 0.10). Eurostat (2017d) makes

the following observations for different crime categories:

o Robbery: After an initial fall between 2008 and 2009, the number of recorded
offences across the EU28* increased until 2011 before decreasing by about one fifth
between 2013 and 2015.

e Burglary: The number of police-recorded burglary offences across the EU28> showed
a slight increase from 2008 to 2011 before a downward trend from 2012 to 2015. The
most recent data show that the number of burglary offences fell by 5.0 % in 2015.
During the period 2008-2015, burglary offences decreased in the UK (by 31 % in
England and 24 % in Northern Ireland), while they increased in France (24 %) and
Germany (19 %).

14 Excluding UK - Scotland.
15 Excluding Estonia, Italy, Latvia, Lithuania and UK - Scotland.
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e Theft: The level of police-recorded theft remained relatively stable across the EU28°
during the period 2010-2015. Data from France and Germany have undergone
methodological changes between 2008 and 2009 that affect the overall comparability
for these years. The UK and the Netherlands show a clear downward trend from
2008-2015.

e Drug offences: After a 3.2 % increase in 2009, the number of police-recorded offences
relating to unlawful acts involving controlled drugs or precursors across the EU28%
was rather stable during the period 2009-2014. The most recent data available shows
that this pattern continued in 2015, as the number of offences was almost

unchanged, a fall of 1.7 % compared with the previous year.

¢ Intentional homicide: The figures for intentional homicide show a consistent
decrease from 2008-2014 before a rebound in 2015. The total number across the
EU28'8in 2015 was 4,528, 19.6 % less than in 2008 (5,634) but 4.3 % more than in
2014 (4,340).

e Assault: The overall number of police-recorded assault offences dropped by almost
40 % across the EU2819 during the period 2008-2013, while in 2014 the number
increased by 3.6 % and in 2015 by 6.6 %.2°

¢ Sexual violence (including rape and other sexual assault): Between 2008 and 2015,
the figures for sexual violence fell by 9.1 % across the EU?'. After a decrease in 2009
and 2010, there was a clear increase during the period 2010-2014 before a small drop
of 0.9 % in 2015.

e Rape: The figures for rape show an increase of 47.0 % between 2008 and 2015.%2 The
observed rise in EU figures for rape is particularly influenced by the figures for the UK
- England and Wales (+173 % between 2008 and 2015).

o Sexual assault. The reduction in the number of sexual assaults at EU level was largely

influenced by German figures, which are not comparable between 2009 and 2010.

16 Excluding Latvia and UK - Scotland.

17 Excluding UK - Scotland.

18 Excluding the Netherlands, UK — England and Wales and UK - Scotland.

19 Excluding Poland and UK — Scotland.

20 Technical changes limit the comparison over the whole period, especially from 2008 to 2009 for Germany and from 2009 to
2010 for Portugal and Sweden.

2! Excluding Italy, Latvia, Luxembourg, Poland, Slovakia, UK - England and Wales and UK - Scotland.

22 Excluding Italy and UK - Scotland.
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Figure 0.9: Police-recorded robbery, burglary, theft and other unlawful acts involving controlled drugs
or precursors, EU28 (2008-2015); index 2008=100
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Figure 0.10: Police-recorded rape, sexual assault, intentional homicide, and assault, EU28 (2008-2015);
index 2008=100
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3.6.2 Serious and organised crime

In its 2017 assessment of the most important threats from serious and organised crime
facing the EU, Europol (2017a) identifies five specific priority crime threats (see Figure 0.11),
several of which are of specific relevance for (private) security functions related to border

control and security of (international) transport systems:

Cybercrime;

e Drug production, trafficking and distribution;
e Migrant smuggling;

e Organised property crime;

e Trafficking in human beings.
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It also identifies three cross-cutting priority crime threats:

e Criminal finances and money laundering;
e Document fraud;

e Online trade in illicit goods and services.

The report gives particular emphasis to the role of new technologies as a facilitator of
serious and organised criminal activities: ‘Serious and organised crime in the EU features a
great variety of criminal activities, which are increasing in complexity and scale. Criminals
quickly adopt and integrate new technologies into their modi operandi or build brand-new
business models around them. The use of new technologies by organised crime groups has an
impact on criminal activities across the spectrum of serious and organised crime. This
includes developments online, such as the expansion of online trade and widespread

availability of encrypted communication channels.’

Figure 0.11: Europol serious and organised crime threat assessment
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3.6.3 Terrorism

3.6.4

In its 2017 annual report on the EU terrorism situation and trends, Europol (2017b) identifies

three key terrorist trends:

o Jihadist terrorism: The report indicates that ‘the way IS prepared and carried out the
2015 attacks in France has led Europol to take the view that similar attacks could be
staged in the EU in the near future. The attacks were plotted by returnees who very
likely received direction from the organisation’s leadership, and involved the use of
local recruits.” Another area of concern is ‘the significant percentage of female foreign
terrorist travellers, as women have proven to be very successful in facilitating and
recruiting for IS while still in the EU.” A further concern is the children of foreign
terrorist fighters that are being trained as the next generation of terrorists. Finally,
the report points to the concern in many Member States about attacks carried out by

radical Islamists who are lone actors or act in small groups.

e Right-wing extremism: Europol believes right-wing extremists and extremist groups
will reinforce their efforts to portray the asylum policy in a polarising manner and

exploit the debate for their own purposes.

e Ethno-nationalist terrorism: Particularly, Europol suspects that developments in
Turkey could provoke groups affiliated with the Kurdistan Workers’ Party (PKK) to
extend their activities in the EU, seeking violent confrontations with parties regarded

as sympathetic to Turkish nationalism and/or suspected of tolerating IS.

Such developments and the associated targeting by terrorists of public spaces and events
where private security guards work raises important issues on the potential exposure of
guards to terrorist incidents but also their potential role within public—private partnerships

for counter-terrorism.

Public perceptions of security challenges

The most recently released Eurobarometer survey of Europeans’ attitudes to security
(European Commission, 2017a), reveals a significant decrease in the proportion of
respondents who think that the EU is a secure place, from 79 % in 2015 to 68 % in 2017.%3

Among the main findings from the survey (see Figure 0.12):

23 Field work was carried out between 13 and 26 June 2017. The total number of respondents is 28,093, with a typical sample of
approximately 1,000 respondents per country; except Cyprus, Luxembourg and Malta (with approximately 500 respondents per
country), Germany (1,582 respondents) and the UK (1,380).
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Terrorism: 95 % of respondents regard terrorism as an important challenge to EU
security, a slight increase from the previous survey (+3pp.). Over three quarters (76 %)
see terrorism as a very important problem, while nearly a fifth (19 %) see it as fairly

important.

Organised crime: 93 % of respondents regard organised crime as an important
security challenge, compared to 90 % in March 2015. In this case, somewhat fewer
see this as a very important problem: less than two thirds of the respondents (63 %)

do so, while three in ten (30 %) say that it is a fairly important problem.

Natural and man-made disasters: 89 % of respondents regard natural and man-made
disasters are an important problem. This proportion has increased by 10 percentage
points since the previous survey, although in June 2011 nearly as many (87 %)
respondents held this view. Only just over half (53 %) of those polled say that such a
challenge is a very important security problem, while just over a third (36 %) of

respondents see them as fairly important.

Cybercrime: 87 % of respondents regard cybercrime as an important problem. This
figure has risen since the previous survey, when eight in ten (80 %) respondents
expressed this opinion. Over half (56 %) see cybercrime as a very important problem,

while just under a third (31 %) view it as a fairly important problem.

EU’s external borders: 86 % of respondents regard the EU’s external borders as an
important security challenge; a rise of five percentage points since the March 2015
survey. Just over half (51 %) regard this as a very important problem, compared with

just over a third (35 %) who see it as a fairly important problem.

These headline numbers mask substantial variation across Member States.
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Figure 0.12: European perceptions of the importance of security challenges (2011, 2015 and 2017)
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In earlier years, Eurobarometer surveys have asked respondents to identify the most
important challenges to the security of EU citizens at the moment ( European Commission,
2015). Based on spontaneous responses (with a maximum of three answers), roughly half of
the respondents (49 %) identified terrorism as one of the EU’s most important security
challenges; this was a substantial increase from the 33 % of respondents who mentioned
terrorism in 2011. Over a quarter of respondents (27 %) mentioned economic and financial
crises among the most important challenge to security, down from 34 % in 2011. Just under
a quarter of people mentioned poverty (23 %, +5 percentage points compared with 2011),
organised crime (23 %, +2pp), and corruption (23 %, +8pp). Around a fifth of respondents
regarded religious extremism (20 %, +14pp) as the most important security challenge. A
slightly lower proportion (19 %, +3pp) viewed irregular immigration as one of the most

important security challenges.
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Figure 0.13: European perceptions of the most important of security challenges (2011 and 2015)
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Widening of the private security domain

As shown in Section 2.3 of this report, turnover growth and employment in the private
security sector in the EU grew rapidly prior to the onset of the financial and economic crisis
in 2007-2008, after which the sector marked time, with the most recent data and forecasts
suggesting a return to an upward growth trajectory. Growth in the private security sector
has significantly outstripped public expenditures on police services and the number of police
officers. In the EU as a whole, the number of private security guards appears to be fast
approaching the total number of police officers and, in several countries, it already has (see
Figure 0.14).

Growth in the private security sector is driven by a multiplicity of factors, that include the
general economic conditions (see Section 3.3) and those in specific industry sectors, the
security context and new risk factors (see Section 3.6), together with new technological
developments (see Section 3.5). The growing presence of private security has been
accompanied by a widening of the scope of services provided. Even if manned guarding and
mobile patrol services and transport of valuables (cash-in-transit) remain the bedrock of the
sector, the range of services provided by private security companies is expanding: for
instance, concierge and reception services, special event security, risk analysis, security
consulting, security training, loss prevention, employee/background screening, alarm and
video system monitoring (and response), security system integration, and cybersecurity.
Looking forward, developments in technology should provide opportunities for innovations

in the range of services provided and the way that they are delivered by private security
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services; for example, through the integration of enhanced real-time data gathering and
generation, data analytics, and information and intelligence delivery to security personnel

and customers.

Beyond the provision of services to corporate clients and private individuals, growth in the
private security sector has been stimulated by the provision of security in areas that were
previously considered the reserved domain of the public police (Born et al., 2007). This is
perhaps most apparent through the increasing role of private security in the protection of
critical infrastructure (for instance, ports, airports, urban transport hubs, power plants,
government buildings and so forth)?*, and there are other areas spanning the public and
private domains of responsibility that are seen as avenues for future development, for
example: prison and justice services, guarding military infrastructures, security of healthcare
and education facilities, community guarding and patrols, public events, and providing
assistance to first responders, together with some routine support and administrative tasks

currently undertaken by frontline service providers.?

A complex set of factors influence the potential for widening the private security domain.
These involve matching service needs of customers — and expectations of citizens — with
cost-effective and efficient delivery, while ensuring transparency and proper accountability.
Across all security domains, and particularly those where the provision of services is
normally reserved for the police (or other public security authorities), the scope for
involvement of the private security industry depends on legal provisions that differ
significantly at a national level within the EU.?® Here, it is important that legal frameworks
and regulations are developed hand-in-hand with the widening of functions permitted or
assigned to the private sector. For example, to define the limits, powers and means of
intervention, the requisite standards of service reliability and quality (such as licencing and
certification of companies and individuals), together with the processes for enforcement of
service delivery and accountability, including complaints and redress mechanisms. At the
same time, further development of public—private partnerships will need the creation of
coordination and cooperation models that promote maximum effectiveness and efficiency
of overall security provision, whilst ensuring that the delivered services correspond to the

needs and expectations of citizens.
Security employment in the EU: where do security guards outnumber the police?

For a wide variety of social, economic, and political reasons, European countries vary
significantly in terms of overall employment — both public and private — in civil security

activities, and in the relative numbers of public and private civil security providers. As

24 See, for example, COESS (2016).
25 See, for example, CoESS and Aproser (2013).
26 See, for example, CoESS and BDSW (2015).
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illustrated in Figure 0.14, taking the joint number of private security guards and police
officers, there are an estimated 1,100 ‘civil security personnel’ per 100,000 inhabitants in
Bulgaria (or 1 per 89 persons). This is four times the number for Denmark and more than
three and a half times the number in Finland. At the same time, the share of private security
guards in the total number varies from an estimated 14 % in Italy (or 1.6 private security
guards for every 10 police officers) to 69 % in Romania (or 22 private security guards for

every 10 police officers).

Figure 0.14: Civil security provision in the EU: private security and police employment (2013)
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4.2

Impacts and consequences for the private security

industry

Introduction

This section sets out the main impacts and consequences for the private security industry of
the drivers of change that have been highlighted in the previous chapters. As stated earlier
in this report, for the purposes of this project, the major trends or drivers of change that are
anticipated to influence the private security industry in Europe have been grouped into the

following categories:

Global conditions: globalisation and environment

e Demographics, migration and urbanisation

e Technology

e Societal factors: crime levels, security threats and public perceptions

e Widening of the private security domain

Below, we consider each of these issues, and their impacts on and consequences for the

private security industry.

Global conditions: globalisation and environment

In terms of globalisation, the opening up of markets to new competitors creates challenges
but also opportunities for the private security industry. The breaking down of traditional
business models may make supply chains and production processes more vulnerable to
disruption. This could create an added security risk, which the private security sector could
be called on to help manage. The increased concentration of populations in urban areas
makes citizens more vulnerable to breakdowns in supply chains, which could lead to
instability. Societal fragmentation, due to a rise in nationalistic sentiments, could also lead to
conflicts and general instability. The private security industry, in its frequent role as a
support for the police force which may become more prominent in the future, may become
more involved in trying to manage the different instabilities and outcomes caused by
globalisation. This is linked to the widening of the private security domain, which is explored

at the end of this section.
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Climate change is also a key driver of change, the outcomes of which are unpredictable. The
extreme weather that has been experienced in recent years around the world may have
significant impacts on the world’s economy and population. These include concentrating
populations in urban areas and an increase in refugee and migrant flows as people escape
the adverse effects of climate change and natural disasters. An increased urban population
may increase demand for the services of the private security industry in terms of crowd
management, event management and other public order duties. Similarly, the sector may be
called upon to help manage refugee and migrant flows: it is already involved in these
activities in many countries. There may also be societal unrest if resources such as food and
water become scarce. Key sectors of Europe’s industry and economy may come under
pressure if access to critical raw materials, such as rare metals, becomes a focus.
Maintaining the integrity of supply and logistics operations could become a major part of the

private security sector’s work.

Europe’s economy is a key driver of change: the recession that began in 2008 has now
largely turned into recovery, although uncertainties remain, principally connected to the
outcome of the Brexit negotiations and the economic performance of large world economies
such as China. The economic recovery has led to a decrease in unemployment around
Europe. For the private security sector, high levels of employment are likely to lead to
recruitment difficulties in countries where the sector is seen as less attractive in terms of
employment opportunities. There has not been a great deal of evidence to date that the
economic recovery has resulted in significant wage growth, and so the sector is unlikely at
present to be subject to pay pressure. However, as there are high levels of involuntary part-
time work and atypical working overall in the labour market, if the private security industry
focused on improving terms and conditions of employment, this could be an opportunity to

significantly increase the attractiveness of the sector to potential employees.

Demographics, migration and urbanisation

One of the main demographic challenges is the ageing population in Europe, a result of
increased life expectancy and declining fertility rates. This has many implications for the
European economy in general, and for the private security sector in particular. In terms of
employment, adjustments may need to be made for an older workforce, in relation to
working conditions, working environment and adaptation to technological change (see also
below for a discussion of technological training). As workers are likely to need to work for
longer due to pressure on pension systems, the industry will need to think about how to

accommodate workers who remain in employment past their mid-sixties. A key challenge
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will be to ensure that older workers develop the skills that they need to maintain active
participation in the sector. The sector may also need to cope with labour shortages, possibly

through the increased use of technology and automation.

One way of alleviating the problems associated with an ageing population is to encourage
immigration. However, integrating immigrants brings its own political and social challenges.
Furthermore, immigrants will themselves age and their birth rates are likely to quickly mirror
those of the general population of a country, and therefore this is a delay rather than a
solution to the problem. Nevertheless, the private security sector is likely to be at the
forefront of managing the flow of immigrants, as is already the case in many countries, and
potentially helping to contain any social unrest associated with increased flows of
immigrants. This raises issues for the sector such as the need to ensure that guards have the
necessary skills and competences to deal with the duties and tasks associated with this type
of work. These include people management and other soft skills, and the ability to defuse
potentially difficult social situations. The social partners have already addressed many of
these issues in their 2016 joint declaration on the role of the private security sector in light

of the increasing number of refugees in Europe.

The trend towards urbanisation, already noted above, is likely to continue: in Europe,
around 75 % of the population currently lives in urban areas. Cities are more prone to crime,
violence and vandalism than rural areas, and so demand for the services of private security
guards in terms of guarding buildings and public venues, is likely to increase. A higher
concentration of people places a strain on infrastructure and service requirements, which

may also lead to increased demand for private security services.

Technology

Technology has already had a significant impact on the private security sector: remote
monitoring and the use of drones has already changed the role and job content of guards.
Integrating technology into security is arguably one of the biggest challenges facing the
sector: the sector needs to ensure that it works with technology, rather than being taken
over by it. The advent of new technology presents both opportunities and challenges for the
sector. One challenge is the potential negative effect on employment levels. There is some
uncertainty about the future impact of technology on the sector, although academic
research quoted earlier in this report has ranked it just below the top third of occupations
most susceptible to automation. This has implications for the volume of employment in the
sector, and also on the job content of workers. There are also issues around regulation, as, in
general, legislation moves more slowly than technology, and so it does not cover all the

areas that technology brings with it. This can also lead to situations where there is a
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fragmented approach, due to the prevailing legislation. For example, guarding companies
are not allowed to carry out CCTV installation in some countries, due to a lack of joined-up

regulation.

There is also an opportunity in that technology may be able to take on some of the more
mundane tasks in the sector, leaving guards free to engage in more complex and interesting
tasks. Much depends, of course, on how workplaces are able to adjust to the new demands
placed on them by the advent of new technology and the changes in job content that this is
likely to entail. It is clear that training will be needed in order to enable workers, and in
particular older workers, to adapt to the new types of tasks that they may be required to
carry out. There is likely to be a requirement for workers to shift from routine and
automatable tasks, such as surveillance activities, to tasks that are complementary to new
technologies, but that typically are new, more complex, and more demanding. For example,
there will be more need for intervention capacities and competencies. Workers that are
unable to adjust to these new task demands may see their employment prospects

deteriorate, either in terms of the number or quality of jobs available.

There are also challenges for employers and social partners in terms of the changing profile
of the workforce: a greater number of workers whose job content consists of technology-
related tasks may mean redefining pay scales and career tracks in company agreements and
collective agreements, in order to accommodate workers with a different background and

skills set to those whose jobs involve more traditional guarding tasks.

Technology can, therefore, represent an opportunity to enhance working conditions, thus
contributing to an increase in the quality of jobs in the sector. However, the sector needs to
think about how to ensure that workers have the skills to adapt sufficiently, and this will
involve a well thought through training and competence development policy. It will also be
important to ensure that workers are flexible enough to adapt to future changes in the
context of ongoing technological developments. Issues such as the increased need to
respond to cybersecurity threats need to be discussed in some type of sectoral forum in

order to ensure that the sector is flexible enough to respond appropriately.

Societal factors: crime levels, security threats and public perceptions

The number of recorded crimes in the EU has fallen overall over the past decade or so in
most categories, with the exception of sexual violence and drugs-related offences. There are
ongoing issues related to serious and organised crime, however, especially related to the
role of new technology, in the area of cybercrime. The overall decrease in crime may mean

that there is less demand for guarding services: a reduced risk of vandalism and burglary
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may, for example, lead to more remote-controlled guarding rather than having a guard on

site, accelerating an existing trend.

One issue that has grown significantly in recent decades is terrorism and the threat of
terrorism around three key terrorist trends: jihadist terrorism, right-wing extremism and
ethno-nationalist terrorism. These developments and the associated targeting by terrorists
of public spaces and events where private security guard work raises important issues on the
potential exposure of guards to terrorist incidents but also their potential role within public—
private partnerships for counter-terrorism. Security guards are often first on the scene in a
terrorist attack on a public space such as a large entertainment event or an airport. It is
therefore crucial that they have the necessary training and equipment to deal with this
eventuality. Post-event support for guards who have been exposed in this way is also vital in
order to prevent issues such as post-traumatic stress disorder. There is increased scope for
partnerships between private security guards and public security services, including the
police and other first responders, in order to try to counter the threat of terrorism. This
would change, and possibly enhance, the role of the sector. See also below for a discussion

of the implications of the widening of the sector.

Public perceptions of security challenges centre on the fact that there has been a significant
decrease in recent years in the proportion of EU citizens who think that the EU is a secure
place, according to Eurobarometer. The main challenges to security in the EU are seen to be
the threat of terrorism, organised crime, natural and man-made disasters, cybercrime, and
threats to the EU’s external borders through issues such as irregular immigration. In terms of
implications for the private security sector, it is clear that the sector will need to play a
continuing key role in dealing with many of these threats to security in the future, both on
the ground and in terms of helping to devise strategies to deal with these threats. The sector
has a role to play in terms of counter-terrorism strategies, as seen above, in partnership with
public authorities and the police. The private security sector will also have a role to play in
dealing with disasters such as fires, explosions and a range of natural disasters (the latter
may become more frequent as a result of climate change). It is likely that guards will also
continue to be involved in the management of refugees and asylum seekers and the

associated challenges.

Widening of the private security domain

This report has shown that the private security sector has grown overall in recent decades,
and that this growth has significantly outstripped public expenditure on police services and

the number of police officers. In the EU as a whole, the number of private security guards
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appears to be fast approaching the total number of police officers, and in several countries,
it already has. This growth has been accompanied by a widening of the scope of services
provided by the sector. Although manned guarding and mobile patrol services and transport
of valuables (cash-in-transit), remain the bedrock of the sector, the range of services
provided by private security companies is expanding. This includes concierge and reception
services, special event security, risk analysis, security consulting, security training, loss
prevention, employee/background screening, alarm and video system monitoring (and
response), security system integration and cybersecurity. This widening is likely to continue
through, amongst other things, the ongoing growth of new technology. The private security
sector has also moved more into areas that used to be the domain of the public police, such
as the protection of ports, airports, urban transport hubs, power plants and government
buildings. The sector may in the future expand further into areas such as prison and justice
services, guarding military infrastructures, security of healthcare and education facilities,
community guarding and patrols, public events, and providing assistance to first responders.
Moreover, private service providers could take on some routine support and administrative

tasks currently undertaken by the police, as has been pioneered in the UK.

This is a complex area and one that differs considerably between Member States, due to
factors such as different legal provisions in place. It will be important for sector
representatives to be actively involved in discussions with their public sector partners in
terms of developing legal frameworks and regulations relating to the widening of the
functions that are assigned to the private sector. This would including defining the limits,
powers and means of intervention, standards of service reliability and quality, together with
the processes for enforcement of service delivery and accountability, including complaints
and redress mechanisms. At the same time, further development of public—private
partnerships will require the creation of coordination and cooperation models that promote
maximum effectiveness and efficiency of overall security provision, whilst ensuring that the
delivered services correspond to the needs and expectations of citizens. These are significant
challenges for the future, but have the potential to significantly enhance the operation and
image of the sector, thereby improving the overall quality of the sector and the experience

of its employees in terms of job content.

Our recommendations and suggested action points for the sector are contained in the next

section of this report.
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Recommendations and guidelines for anticipating and

dealing with change

The first part of this report has focused on the key drivers for change in the private security
sector, and has attempted to outline the possible impact of these changes on the sector. The

drivers have essentially been grouped into four categories as follows:

Globalisation and economic conditions

Demographics, migration and urbanisation

Technology

Societal factors, such as terrorist threats and serious organised crime.

In this section, we offer some key recommendations and guidelines aimed at helping the
social partners in the private security sector to anticipate and deal with change, in addition
to acknowledging the role of customers, governments and citizens as a whole, within the
context of security fulfilling the role of a public good. These are intended to help guide the
future work of the social partners and should be adapted to individual situations and

circumstances as appropriate.

Employment and terms and conditions

Terms and conditions of employment vary across Member States — some, such as Spain,
have collective agreements in place, while others do not. Terms and conditions also
sometimes vary within countries. It is therefore difficult and probably not even desirable to
put into place and enforce minimum standards across the EU. However, the social partners
at national level should be encouraged to think about how to put into place minimum
standards on a national basis, with the cooperation of the industry, in order to improve the
quality of service and terms and conditions of employment for the workforce. Where the
social partners are strong and active, such as in Spain and some of the Nordic countries,
collective bargaining and bipartite/tripartite collaboration can be used to regulate terms and

conditions of employment.

On a practical level, some national examples of sectoral observatories that carry out
monitoring and lobbying activities serve an important function in terms of regulating
employment terms and conditions in the sector and reporting bad practices. These

observatories are bipartite and independent, and are separate from the collective bargaining
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and social dialogue processes. It may be worthwhile to think about whether these types of

bipartite structures could be replicated in other Member States.

Background checks could be streamlined to make them faster and in a harmonised way
across the EU, in order to make it easier for employers to recruit. This is something for
national governments to think about, in an EU setting. This would help to enhance the

professionalisation of the sector.

Employment and recruitment platforms (online platforms that are used to match customer
demand and labour supply) are a growing area of the economy in many Member States.
Although they are not widely used at present in the private security sector, they may
become more relevant for the sector in the future. In the UK, for example, some platforms
already match supply and demand for security guards. CoESS and UNI Europa should work
together to assess the key challenges related to employment platforms, possibly working

out a plan of action at EU level that can then be implemented accordingly at national level.

It should also be ensured that guards are properly protected when doing their job, also in
terms of physical equipment. This could be a focus of cooperation between service providers

within national contexts.

Training

This research has identified a need for training in a wide variety of areas. Broadly speaking,

training needs can be clustered into four categories.

¢ Enhancing the employability of existing workers by means of upskilling. There is a
need to strengthen employability in the sector, partially through upskilling. This could
involve the national social partners, in collaboration with employers and local,
regional and national education and training establishments, in order to work out
what skills the industry needs and what skills would best serve workers in terms of
their employability and adaptability. Work in this area could build on the sector’s

1999 European Vocational Training Manual for Basic Guarding;

e Providing more structured training for young and new workers and those moving
into the sector from other sectors, in order to increase the attractiveness of the
sector, possibly in the form of apprenticeships or more structured career paths. There
is a bipartite initiative in Spain that is examining training in order to improve the

attractiveness of the sector;
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o Adapting to new skills needs, including technology and soft skills. There needs to be
ongoing training to respond to the changes in technology, which needs to be
embraced and not fought against. Skills groups could be formed to assess skills needs
and how to address them. Training in soft skills is also important — for example,
communications, cultural sensitivity, and people skills. A workshop could be organised

to see how this has been done in Finland, Sweden and Norway.

e Strengthening the effectiveness of cooperation at the interface between public and
private security roles and responsibilities. The Nordic model of a route into the
police force is probably not transferable, but it may be worth linking guards to the
police in some way, given that they perform many of the same tasks. Is there a need
for standardised training for certain areas, across Europe? This could be in areas such

as the security of high-profile venues and dealing with terrorist threats.

Other areas to consider would include intercultural training, which would involve training in
language skills and cultural awareness. Linked to this is a need to work on public attitudes to
immigrant workers, and acceptance of the role of foreign security guards. Furthermore, the
ageing population means that young workers need to be trained in how to communicate
with older people, particularly if they are involved in working in retirement homes or

hospitals.

Physical and mental health support and training is important in a context of changing
security threats and exposure of private security guards to potential terrorism and other
public threats. This could be an issue for EU-level social dialogue, and could result in a joint

EU text. This could build on the 2008 joint declaration on stress at work.

It should be noted, however, that there are wide differences between different Member
States, with, broadly speaking, governments funding training in countries such as Denmark,
whereas in other European countries, such as Belgium, Germany, the Netherlands and the
UK, training is primarily financed by companies. This leads to discrepancies in the length of
training, which can range from six weeks when provided by the government, to a number of

days or even hours in some private companies.

Overall, e-learning can make an important contribution to upskilling the workforce, although
it should not be used to substitute more traditional forms of training. It may therefore be
beneficial for the social partners to explore the feasibility of e-learning platforms at EU level
for soft skills. Overall EU harmonisation of training standards would be very difficult, due to
the different national training standards in place in Member States. However, this might be

more feasible in the case of soft skills.
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Increasing the attractiveness of the sector

Raising the profile and attractiveness of the sector is an important aspect for the future of
private security. Communication campaigns about what guards actually do could be
beneficial; how many lives they save and how many incidents they respond to (following the
Norwegian example). The campaign could also show the human side of the job, the
interactions with the public and the fact that the job is varied and interesting. It also fulfils
an important function in terms of helping to prevent money laundering and the financing of
terrorism. The social partners should discuss whether this would work at an EU level, or
whether there should be national campaigns in order to reflect national differences in social
attitudes.

There is, of course, also a link to training and upskilling of the workforce, which would make
jobs in the sector more interesting and attractive and which, in turn, would increase
productivity and attract higher pay and better employment terms and conditions. Of course,
this issue is complex, as it can be difficult in many countries to sell a more highly qualified

workforce to the client due to the related costs.

It may also be possible in some circumstances, to talk about pay in a broader sense, separate
from actual pay negotiations, as has been the case in some national sectoral observatories.
Overall, quality, including job quality, is intrinsically linked to the attractiveness of the sector
(see Section 5.5). Increasing the attractiveness of the sector is also linked to providing a
proper balance between stability and flexibility, in terms of working time and the

organisation of work, which is acceptable to both employees and employers.

Campaigns could also be targeted at women, LGBT and ethnic minority groups, in order to
encourage them into the sector. This could be carried out at national level, alongside the
campaigns to recruit more young people. The sector is still relatively male-dominated (apart
from the aviation section of the sector, where women are needed to carry out security
procedures on female passengers). On average, women make up around 15 % of the sector’s

workforce, as noted above in Chapter 2 of this report.

Regulatory reform and market functioning

There are many questions around regulation of the sector, some of which would be outside
the remit of the sector partners. There is discussion over whether there is a case for tighter
national regulation, or maybe just proper enforcement of regulation, in order to drive up

quality and price, including wages. In order to inform the debate, it would be worthwhile to
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organise a matrix that compares the main aspects of national relevant legislation, in English,

as far as possible. This could be the subject of a future research project.

There may be a need to adapt regulation around procurement in order to try to stop the
lowest-priced contractor winning work. It is important to focus on what is possible in terms
of social partner action and what should be undertaken by the regulator. The overall
challenge is finding a way to combine a general industry message on better procurement

with company-level actions in the area of marketing and commercial activity.

Social partner action could take many forms, from lobbying for the insertion of social clauses
and quality criteria into public tenders to devising information and education campaigns
directed at public and private sector customers. A manual on best value in buying quality
private security services was jointly published by CoESS and UNI Europa in 201427. Social
partner action in this area could build on the joint statement on the 2014 Directive on public
procurement, possibly looking at how it is being implemented in Member States. This could
be carried out by a working group, sending out questionnaires to Member States to find out
what is happening at national level. The bipartite observatory in Spain is an interesting
example of cooperation between employers and unions in the sector, looking at current

issues such as the deregulation of cash transit and what that means for the sector.

Ensuring that regulatory frameworks keep up with change is something on which the social

partners could cooperate with governments on at national level.

Quality of the sector

Achieving the highest possible standards in terms of quality in the sector is linked to issues

such as improving its attractiveness.

Other actions that would help to improve the quality of the sector include initiatives such as
the sharing of best practice after high security events. This would enable the social partners
to understand which challenges were faced and how they were overcome. It would be

important to do this relatively soon after the event, so that the learning is not lost.

Given that guards often perform many tasks that overlap with police work, a working group
could conveniently be set up to review equipment for guards who are carrying out public
order duties, in order to make sure that they are properly protected when carrying out their

public duties. The group could possibly cooperate with the police on this issue.

27 http.//www.securebestvalue.org/wp-content/uploads/2014/11/Best-Value-Manual_Final.pdf
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Technology

The advent of new and developing technology is arguably one of the greatest challenges
facing the private security sector. This research has shown that there is a threat from new
technology in that it can contribute to reducing employment numbers, although there is
likely to always be a need for guards on the ground in some capacity, possibly in a role that
works with technology. However, technology also brings new opportunities, in terms of
changing the content of jobs, in most cases making jobs more interesting, varied and
challenging. It also requires new types of skills, which in turn creates a training need. It
should also be noted that, although training is important in this regard, it cannot solve all the
issues that new technology throws up. For example, some workers may not be suited to
tasks with a technological content and therefore a discussion needs to be had about how to
manage these types of workers. Thought also needs to be given to the financing of training,

as clients may be reluctant to pay for this.

Given the many, varied and ongoing issues surrounding technology, it may be beneficial to
organise regular brainstorming sessions at EU level to assess the upcoming challenges and
opportunities that technology offers and how they can be anticipated. These should involve
technical experts in relevant areas. This group could also discuss issues related to the overall
offer of private security, i.e. dedicated guarding services, or guarding services that are
combined or bundled with technology, and how this works in practice, as well as issues such
as how to respond to cybersecurity threats (which are likely to grow in importance in the
coming years). Overall, it is complicated and difficult to try to devise sectoral strategies for
technology, so it may be worth thinking about the different kinds of technologies that are
being used, the regulation that applies to them, how they are seen, and their interaction

with sectors of the industry.

It will be important to find creative solutions to the challenges posed by the introduction of
technology. Technological training (see also above) should be available to all, but also
specifically targeted at those aged between 40 and 60, who are arguably more vulnerable to
technological change. This would also smooth their career path in terms of being able to

progress up the career ladder.

A working group could also be established in order to look at job descriptions in the industry
where appropriate. This will aim to ensure that job content is matched to the changing
demands resulting from technology, and to ensure that technology workers are integrated

into existing collective and company agreements and pay scales.

The social partners could also carry out benchmarking exercises with other industries to see

how they are responding to advances in technology.
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5.7

5.8

Widening the scope of the sector

This is an issue that occupies the social partners on both sides and also involves other actors.
Given the unresolved and changing nature of this issue, it may be beneficial to set up a
specialist group at EU level to look at the widening of the sector. There is an obvious overlap
with the police services in many areas, but widening the sector goes beyond this, in terms of
considering which new activities the sector could undertake. For example, this could include
cooperation with other emergency services, such as emergency medical services and fire

and rescue services.

In terms of what this means for social dialogue, there is a need to avoid fragmentation;
therefore, good cooperation with public and private sector representatives is important. The

creation of joint working groups at EU and national level could help.

It may also be beneficial to carry out targeted work with the police and other first
responders in order to ensure good cooperation. This probably already takes place to a large
extent, depending on the exact area of the sector. However, this could include regular
discussions about what is happening. Discussions could include how to create operational
zones where public and private security providers increasingly interact (such as transport
hubs, public spaces and critical infrastructure) and areas in which there are new but
commonly shared challenges (such as those arising from new technologies or data analytics)

where it would be useful to exchange information and knowledge.

Overall and longer-term issues

It may be helpful to establish a rolling timetable of regular brainstorming meetings at EU
level, within the framework of the social dialogue, in order to discuss upcoming challenges
and ensure that the appropriate measures are in place, or that progress towards agreed
initiatives is being made. This could form a permanent agenda item for social dialogue

meetings.

In the longer term, the sector needs to find the right balance between customers,
employees, technology and investors. This is linked to the overarching issue of the financial
stability of the sector, particularly in terms of who pays for what. Ultimately, to deliver high
value services (and with it, well paid jobs and good working conditions) there must be
customers that are willing and able to pay. For customers, the emphasis should be on
meeting customer needs (both public and private) and budgets. For employees, the
emphasis should be on terms and conditions and skills and training. For technology and

data, the emphasis should be on the adoption of cutting-edge technology and creating value
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from analytics and data. Overall, the aim is for sustainable quality and performance of the

sector as a whole.
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6. Actions for the social partners

The tables in this chapter contain a list of proposed actions that the social partners in the

private security sector could take in order to meet the challenges set out in this report. The

tables state the issue, the measure that could be taken, the key players, the level at which it

could be undertaken, and the term of the measure.

6.1 Employment terms and conditions

Issue Measure Key players Level Duration
Minimum standards for terms Social partner discussion and CoESS and UNI Europa, potentially with EU level Medium-/long-term
and conditions of employment cooperation at EU level. oversight from public authorities and
other key players

Bipartite independent To showcase the practices of some CoESS and UNI Europa to organise best EU level Medium-term
observatories national sectoral observatories for practice workshops

the sector and assess whether this

can be transferred in any way to

other Member States.
Recruitment Lobbying activities aimed at making it ~ CoESS and UNI Europa, lobbying EU EU level and Medium-term

quicker, where possible, to perform
background checks on candidates

across borders.

In the short term, this could focus on
facilitating cross-border checks from

the host country.

In the longer term, there could be
some sort of ‘professional passport’
for security workers (including
background checks by the country of
origin/previous residence).

institutions.

National affiliates lobbying national

governments

national level

Challenges related to
employment and recruitment

platforms

Plan of action to evaluate the
potential impact of employment and
recruitment platforms for the sector
and to formulate a position and

response.

CoESS and UNI Europa

EU level to be Short-/medium-

cascaded down term

to national level

Anticipating, Preparing and Managing Employment Change in the Private Security Industry



6.2 Training

Issue Measure Key players Level Duration

Employability Upskilling plan aimed at improving CoESS and UNI Europa, national social National (within Ongoing
employability and adaptability for partners in collaboration with employers EU framework),
new workers and upskilling existing and local, regional and national education  regional and
workers. and training bodies local

Soft skills Best practice sharing workshop. Nordic representatives to present and EU level Short-term

share their best practice
Standardisation of training in Working group to discuss feasibility in ~ CoESS and UNI Europa, in EU level with Medium-term

specific areas of operation

areas such as terrorist response and

security of high-profile venues.

cooperation/collaboration with the public

sector.

national best

practice sharing

Mental health training and

support

EU-level social partner joint text
building on the 2008 joint text on
stress at work.

CoESS and UNI Europa

EU level

Medium-term

Training in response to societal

Training in cultural sensitivities and

CoESS and UNI Europa to provide a

EU and national

Medium-term

changes how to relate to older people. framework level
National social partners to work with
national governments and possibly other
sectors

E-learning Explore the feasibility of e-learning CoESS and UNI Europa EU level Medium-term

platforms at EU level for soft skills.
6.3 Increasing the attractiveness of the sector
Issue Measure Key players Level Duration

Structured career paths

Working group to discuss how to
provide a more structured career
path or apprenticeships for new and

existing workers.

CoESS and UNI Europa, with national

social partners

EU and national

level

Medium-term

Raising the profile of the sector

Communication campaigns about
what security guards actually do
(general public) and what guards can
do and how it helps business (for

customers).

CoESS and UNI Europa to provide a

framework for national campaigns

EU and national

level

Short-/medium-

term

Attracting a more diverse

workforce (women; LGBT; Black,

Targeted communication campaigns

stressing the variety of the job.

CoESS and UNI Europa to provide a

framework for national campaigns

EU and national

level

Short-/medium-

term
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Issue

Measure

Key players

Level

Duration

Asian and Minority Ethnic
groups)

Ensuring job quality and the
right balance between flexibility

and security

Working with the social partners at

national level, where they exist, to

raise the quality of jobs and to ensure

the appropriate balance between
flexibility and security that is
acceptable to both employees and

employers.

CoESS and UNI Europa to provide a

framework for national campaigns

EU and national

level

Short-/medium-

term

6.4

Working with evolving technology

Issue

Measure

Key players

Level

Duration

Keeping pace with technology

Working groups to meet and
brainstorm to assess current and
future challenges related to
technology, linked to issues such as
job content and skills needs, and how

to address them.

These groups could also look at
opportunities to work with
technology providers to better adapt
technology to security workers, and
how to respond to new and growing

issues, such as cybersecurity.

Working groups to be formed out of
CoESS and UNI Europa delegates and
national experts and technology experts
and technology suppliers as appropriate

EU and national

Ongoing

Reviewing agreements

Working groups to discuss changes to
collective and company agreements
to ensure the integration of workers
with a technological background and

job content.

CoESS and UNI Europa to provide
framework for national sectoral and local

discussions

EU, national and

local

Medium-term

Finding creative solutions to the
challenges posed by the

introduction of technology

Training plans to make sure that all
are comfortable with technological
changes. This could also include
buddying of older and younger

workers.

CoESS and UNI Europa, national members

EU and national

Short-/medium-

term

Benchmarking with other
sectors

Benchmarking exercises in order to
learn from best practice in other

sectors.

CoESS and UNI Europa organising EU-level
events on how sectors are responding to
technological change, what works, what
could be transferable to the private

security sector

EU level

Medium-term
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6.5

Regulatory reform and market functioning

Issue

Measure

Key players

Level Duration

Regulating procurement

Review of implementation of the

Directive on public procurement

CoESS and UNI Europa to set up an
exercise to assess implementation of this

EU level with Medium-term

national level

Directive in Member States. This could input
build on the 2014 joint statement on the
Directive
Lobbying governments to try to National social partners, within a National/EU Short-/medium-
ensure the principle of best value, European framework and guidance set by  level term
rather than lowest cost CoESS and UNI Europa
Keeping regulatory frameworks Working with national governments National social partners and public National level, Ongoing
up to date to ensure that legislation keeps pace authorities, with CoESS and UNI Europa with EU input
with change collating information
Sharing the outlines of national Organising a sharing of relevant CoESS and UNI Europa. This could be the EU level Medium-term
legislation national legislation in English in subject of a future research project
individual Member States, as far as
possible, in order to better
understand national situations and
challenges.
6.6 Improving the quality of the sector
Issue Measure Key players Level Duration
Guarding high-profile events Targeted workshop to share best CoESS and UNI Europa to coordinate EU/national Short-term, ongoing
practice after a national high-profile level
event, such as a music or sporting
event.
6.7 Demonstrating the capability of the sector in new areas
Issue Measure Key players Level Duration

Cooperation between public and

Creation of joint working groups at

CoESS and UNI Europa and national social

EU and national Medium-term

private sector social partners EU and national level. partners, working with public security level
providers and authorities
Keeping up to date with issues Creation of a specialist working group ~ CoESS and UNI Europa EU level Medium-term

relating to widening the sector

to focus on upcoming issues,
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Issue

Measure

Key players

Level

Duration

challenges and actions to be taken.
This could evaluate and share
information on the effectiveness of
private security activities and services

in new areas.

Closer cooperation with bodies

Regular contact with the police,

National social partners and public

National level

Short-/medium-

such as the police, emergency where appropriate, to review security providers/authorities, with CoESS term
medical services and fire and activities, new areas of focus, and and UNI Europa coordinating
rescue services exchange advice on equipment.
6.8 General
Issue Measure Key players Level Duration
Overall response to change Permanent rolling agenda item for CoESS and UNI Europa EU level Immediate, ongoing

social dialogue meetings.
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Annex: Interviews carried out

Employer interviewees

Name Contact Type of organisation Country Date

Runar Karlsen Employer Director, NHO Service og Handel Norway 16 March 2018

Yvan De Mesmaeker Employer Secretary General, European Corporate Security EU 19 March 2018
Association (ECSA)

David Ryder Employer Airports Council International Europe (ACI EU 16 February 2018
Europe)

Bert Hoffer Employer 1BZ EU 5 March 2018

Olivier Duran Employer National Syndicate of Security Companies (SNES)  France 5 March 2018

Pascal Pech Employer SNES/Panther Security France 5 March 2018

Juan Luis Carerra Employer Prosegur Spain 19 March 2018

Trade union interviewees

Name Contact Type of organisation Country Date

Marjut Pihonen-Randla Trade union Service Union United (PAM) Finland 18 April 2018

Julie Williamson Trade union GMB Hinkley Point Learning Project UK 17 April 2018

Peter Jorgensen Trade union Serviceforbundent Denmark 2 May 2018

Juan José Montoya Trade union Spanish Private Security Observatory Spain 1June 2018
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